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TCP/IP Communication for Real-Time
and Embedded Systems

By Sam Mirsky

Many embedded systems in industrial automation, machinery, robotics, and

other industries communicate data via Ethernet or via a realtime Fieldbus infer-
face such as PROFIBUS or EtherCAT. Often, the embedded system is part of

a network that includes sensors or other computers that provide data via TCP/IP.

TCP/IP does not lend ifself to realtime operation because it is a connection-

based protocol that uses a client/server model in which data is refrieved via

a series of requests and responses.

Using a thermal model of a house as an
example, this article describes a method
for communicating with other devices via
TCP/IP. The method is based on using
inexpensive  TCP/IP-to-serial-conversion
hardware. The real-time system is xPC
Target™, a bootable kernel that enables real-
time execution of Simulink® models on a
separate PC. The target computer is an x86
processor Inte]’/AMD® standard PC that
can use commercial off-the-shelf input/out-

put interface cards.

The connectivity approach described here
can be used with any real-time or embedded

system that supports serial communication.

Selecting a Converter

The external hardware, or converter, is the
key component in the communication set-
up. Many types of converter are available,

each offering different features and capabil-
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ities. Select the converter that best matches
your application and communication setup,

keeping in mind three key features:

« Number of connections—some converters
support single connections, while others
provide as many as 32 multiple connec-

tions with multiple serial ports.

« Baud rate—we have seen converters with
baud rates as high as 921kbaud. Convert-
ers with lower baud rates are less expen-

sive, but their performance is slower.

« Connectivity protocol—the converter
must support the protocol used by your
network, either TTL serial, RS-232, RS-

422, or RS-485.

For this example, we use the GW212 from
Neteon.net (Figure 1). The GW212 is one of
several models that would work for an ap-
plication such as this one. About the size of
a deck of cards, it has a RJ-45 jack on one
side and a DB-9 on the other.
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The GW212 supports one connection at a
time, and can actas a TCP server and accept
connections, or as a TCP client and request
connections. It supports the RS-232 serial
protocol at rates of 1200 bps up to 230 Kbps.
It has status lights for Run (internal firm-
ware), LAN activity, and COM activity.

Figure 1. GW212 TCP/IP+o-serial

converfer.

Configuring the Converter

Configuring the converter involves setting
serial specs and TCP/IP parameters, as well
as standard serial settings such as speed,
parity, and stop bits. Most converters can
be configured using DOS window or Telnet
application, a Web browser, or the configu-

ration software provided.

'\ . The MathWorks*
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Figure 2. Testing a TCP/IP message within Win- After connecting the converter to the serial making the FIFO read header “Temp:” and

dows XP. The response seen in the Hyperlerminal ~ port of the real-time machine, we run the  the terminating string CRand LF (ASCII [13
window is the ‘raw’ response from the server. thermal model (Figure 3) using live outside 10]). Then ASCII Decode reads the format
air temperature (OAT) data from NOAA. string “Temp: %f\r\n” to obtain the OAT.

For efficiency, we create a server-side script =~ ., temperature is obtained

that parses the NOAA data to simplify the from the Internet with the subsystem shown

real-time task. xPC Target then requests the in Figure 4.
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Figure 5. Bottom plot: The inside and outside temperature, in degrees Fahrenheit, for
Worcester, MA from 9:00 a.m. on December 4, 2007 to 9:00 a.m. on December 6,
2007. Top plot: The estimated cost of heating the house (in U.S.dollars).

Simulation Results

In the two days during which temperate
data was captured, the temperature never
exceeded 25 degrees Fahrenheit (3.9 degrees
Celsius). As the simulation demonstrates
(Figure 5), heating the house with electric-
ity under these conditions would be pro-
hibitive—costing more than $40 a day, or
$1200 a month.

Using the Converter in a Real-
World Application

Because serial communication has a slower
data rate than Ethernet communications,
the connectivity solution described in this
article might not be appropriate for trans-
ferring large amounts of data. It does, how-
ever, work well for basic tasks, such as com-
municating command or status data from

sensors or devices on a TCP/IP network.
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It can be used with any real-time device
that supports serial but not TCP/IP, such as
Real-Time Windows Target™ or embedded
processors (such as the TT C2000 and the
MPC55x series), as long as the serial electri-
cal interface is matched. It will also work
for bi-directional communications on any
TCP/IP network.
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