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The increasing prevalence of safety standardsydingd) DO-178B, DO-278, and DO-
254, for unmanned systems is forcing organizattonrg-evaluate strategies for system
verification and validation. One result of thegseewaluations is that more and more
organizations are adopting a Model-Based Designroapp for system design.
However, although simulation is well-accepted fequirements validation, models are
often not fully leveraged throughout verificationdavalidation processes. This paper
discusses how models can be used throughout retgnts validation, system design,
implementation, and testing. While the discussieferences the safety standards
mentioned above, the principles can be appliechyohégh-integrity project employing
Model-Based Design. Specifically, techniques fstablishing traceability, ensuring
conformance to design standards, and verifyingdiput of each design stage are
highlighted. The discussion is centered on fundaaleoncepts that can be applied to
both embedded software and hardware. It buildsyup® previous discussions on
Model Architecture and Data Management.

INTRODUCTION

"Ninety percent of all innovation in cars today dsiven by software," said Ingolf Krueger, an
associate professor of computer science and emigigest the University of California in San Die§és
modern systems become more dependent on softwadeliicer new functionality, the scope and
complexity of that software continues to grow. Tikigrue not just in the automotive industry, bisban
the aerospace industry, particularly in the reafnrurmmanned systems. Furthermore, aerospace-related
projects are also using more software in safetyeatiand mission-critical applications. This ce=at
unigue set of challenges, as the software standardsuch applications on aircraft are particularly
rigorous.

To help meet the challenges inherent in develofairge, complex embedded systems for commercial
and defense related aerospace projects, many peg@nis have adopted Model-Based Design in DO-
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178B, DO-254, and other certification processeseidhs coding standards such MISRA C or JSF++
provide guidance on coding, DO-178B and DO-254 i®yguidance on the development process itself.
Creating and deploying the embedded system is tepeirs a much larger process that must also include
methods for verification and validation (V&V).

NOTESON WORKFLOWSAND THE AFFECT OF CERTIFICATION

Most modern avionics systems comprise softwarehandware components. One of the strengths of
Model-Based Design is that it can be applied orh lsutftware and hardware projects. The Society of
Automotive Engineers (SAE) developed the ARP 47&hdard (see Figure 1) in 1996 to provide
guidance on how system level requirements are deosed into software (governed by DO-178B) and
hardware (governed by DO-254).

System Development
Processes
(ARP 4754)
Software Life Cycle Hardware Design Life
Process Cycle Process
(DO-178B) (DO-254)

Figure 1: Documents gover ning aer ospace development processes

In November 1981, the commercial segment of th@sperce industry established the DO-178
standard, which governs the development of softwahe standard was revised to DO-178A in March
1985 to describe in more detail the process reddoesoftware development and verification. DO-A78
also introduced the concept of software certifmatievels corresponding to different levels oficality.

The current versions of software certification gtamls are DO-178B and DO-278 for airborne and
ground-based software respectively. More recetiigse standards have been adapted to the developmen
of complex electronics like Field-Programmable Gatgays (FPGAs) and Application-Specific
Integrated Circuits (ASICs), as these are alsotistarto be used more frequently for aerospace
applications. The governing document for complectbnics is DO-254.

Details on using Model-Based Design on a projegtirang DO-178B can be found Model-Based
Design for DO-178B* and Model-Based Design for DO-178B with Qualifiable Tools.® Details on using
Model-Based Design on a project requiring DO-25¢difaation can be found iEnabling Model-Based
Design for DO-254 Compliance with MathWorks and Mentor Graphics Tools* This paper will
concentrate on the process and will not repeasjleeific details outlined in the sources above eR&f
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the above sources for specifics on tool recomménugt artifacts that can be automatically genetated
and the DO objectives that these tools and arsifsatisfy.

Establishing a more consistent development progs®s an organization to be more consistent in
hardware and software design activities. This payg#rfirst outline tools and workflows used at the
model level for both software and hardware. It vilen discuss software- and hardware-specific
considerations. The steps in the workflows desdriedow are outlined in a linear fashion. In preetit
is highly unlikely that each of these steps woudd gerformed only once. It is almost certain that
requirements will change, or that a lack of clarityrequirements will be identified, causing theiren
process to be repeated. This is especially truefedevel requirements that are derived from higbel
requirements. Even within the workflow, there arany cases where parts of the process will be
repeated.

Wherever possible, opportunities for automationl wi¢ highlighted. The rigor of certification
requires that the design be verified at each stagee development process. Reusing designs atslises
therefore an essential aspect of an efficient msc®©pportunities for reuse are emphasized in the
workflows outlined below. Certification also regesrthat many design artifacts be generated thraugho
the process. These artifacts are needed to docuharihe appropriate process was followed, butirvgi
them manually for each step is time consuming. faiing artifact generation when possible can help
achieve further efficiency.

The demands imposed by certification (exhaustiwgreiterations, precise recreation of design and
tests, and artifact generation) all lead to incedasosts on certified projects. Although theseviies are
required for both traditional and Model-Based Desigproaches, the costs associated with them depend
on the approach used. Presuming basic (SEI CMMGWiMI Level 2 or 3) software principles are
employed from the outset, increased cost is estingi be 25 to 40 percehThese activities are also
among the least enjoyable for engineers. Partiattantion will be given to automation of desigaps,
design and test case reuse, and automatic aigiaetration in the discussion below.

The following workflow assumes the use of Model-8Adesign. This workflow is intended to
include all of the steps necessary to help achiewepliance to standards such as DO-178B or DO-254.
It can be adapted to help address the verificatimh compliance needs of particular organizatiohise
discussion of the workflow is broken into threets®ts. The first section discusses elements of the
workflow performed at a model level. These elemearts common to both software and hardware
development. The second discusses software devetdpand verification processes. The third discusses
hardware development and verification processes.

TERMINOLOGY

Thoughverification andvalidation are commonly used terms, their definitions ar@$singly varied
in engineering. For the purposes of this discusdioa following definitions will be used. Verifiaan
answers the question, “Is the design right?” Ireptliords, verification is the activity of showingat the
design was done correctly and behaves as expe¢adidation answers the question, “Is this the right
design?” In other words, validation is the activitfy showing that the expected behavior of the desig
solves the correct problem.

There are several other common terms that areeceled V&V. These includeraceability,
conformance to standards (hereafter referred to a®nformance), testing, andproving. For clarity these
terms are defined as follows:



Traceability. Traceability is a documentation activity. At egghase of software or hardware
development, when a new expression of the algoritheneated (for example, when creating a model
from textual requirements, or when creating codenfa model), it must be documented that the new
expression does everything that its predecessoradidl nothing that its predecessor did not do. For
example, when the design is created based ontheteequirements, it must be shown that all of
the textual requirements are addressed by thergesigl that there is nothing in the design thasdoe
not explicitly address one or more requirementgewise, when the code is created based on the
design, it must be shown that all of the featuifethe design are implemented in the code, and that
nothing is implemented in the code that does ngli@iy implement one or more of the design
features.

Conformance: Conformance is the activity of checking an expgms®f the algorithm against a
set of rules. This is a common task in traditiode@Vvelopment, particularly in coding. For software,
there are many forms of coding standards rangimg findustry-wide standards such as MISRA C or
JSF++ to company- or program-specific coding stesgla=or hardware, there are similar standards,
including European Space Agency (ESA) VHDL modetjuideline§ and vendor-specific standards.
In traditional approaches, conformance is checkaastatic analysis tool, a manual code review, or
both. The goal of this activity is to reduce err@@®nformance standards are not restricted to oode
hardware design. For example, textual requiremdataiments are typically written in a standard
format within a given project to promote readapiliand consistency. This is essentially a
conformance activity in the requirements domairkeliise, the design can be expressed in many
different ways. The least dynamic of these wouldsbee form of Algorithm Design Document
(ADD). As with requirements, these types of docutsesre typically written from a predefined
template, again to promote readability and consiste In a Model-Based Design workflow,
conformance to standards in the modeling enviromnitomes especially important because
conformance facilitates reuse. Establishing ancbiddf to a coding standard makes it easier for the
next person or project to reuse existing code. §dmme can be said of a model that adheres to a
modeling standard.

Testing: Becauseéesting is a very broad term with many interpretationgr¢his often confusion
about what it means. Types of testing include fionetl testing, structural testing, white-box tegtin
black-box testing, robustness testing, acceptaggtng, unstructured testing, and coverage testing.
The workflow described in this paper focuses orcfiomal testing, which is requirements-based. In
functional testing, there exists at least onedase for each requirement. Test cases compridech se
inputs and expected behavior. Functional testirigesactivity of executing these test cases agaimst
expression of the algorithm (for example, the desigcode) and comparing the results produced by
the algorithm with the expected behavior as defihgdhe requirements. Functional testing is not
limited to test cases based on textual requireméntdodel-Based Design, the model is often
considered to be an expression of low-level requimgs. Test cases generated from the model can be
considered low-level requirements-based tests. tieunad testing helps to ensure ttkesign is right,
and thus is one way to perform verification.

Proving: Simply statedproving is the activity of using formal analysis to helpsaere, from a
mathematical perspective, a certain behavior fbrpassible scenarios. For example, consider a
design based on a set of requirements. For a &pesijuirement, a functional test is included ag pa
of the verification activities for the design. Assel for this case that the functional test included
input stimulus to the design, and via simulatiorwds shown that the output of the design as a
function of that stimulus met the requirements-bdasegpectation. In this situation, all that has been
shown is that for that one specific stimulus, tlkesign behaved as expected. There is, however, still
an unanswered question: Will the design behaveeaceed for all possible input stimuli? There are
a few possible methods to address this question. fifét is a brute-force approach. This entails
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simulating every possible stimulus driving the dasand comparing the output of the design against
the expected behavior, a process which quickly imesocomputationally unfeasible for even a small
number of inputs. Another approach uses stochastihods, usually in the form of Monte Carlo
simulations. This approach relies on running enaigtulations to statistically cover the entire rang
of stimuli. However, because this approach doesuroevery possible combination, there is a risk of
missing crucial edge cases that cause unexpectalibe This risk can be mitigated by applying
worst-case test cases. Since worst-case analysiedsplete, it is frequently supplemented with
boundary-value testing, in which test cases areutgd with values below, equal to, and above
thresholds related to a given requirement or dgie.tEven with techniques such as boundary-value
testing, significant effort is required to develalp of these test cases. And once developed ibean
difficult to assess whether they are truly exhaesti

Formal analysis is an alternative to exhaustigérg used to help ensure, from an algorithmic or
mathematical perspective, a certain behavior iguadsible stimuli. Formal analysis entails captgri
the expected behavior as a mathematical expresaidormal mathematical proof is then used to
show that the algorithm in question will always iihthe expected behavior. In other words, formal
analysis proves that it is mathematically impossfok the algorithm to provide an output other than
the expected behavior. The math required to acdsmfiis can be challenging. As a result, formal
analysis is not suitable for all classes of prolsle@ome nonlinear algorithms, for example, are
difficult to prove using formal methods because thathematics become complex enough that
finding a closed-form solution to the problem igimssible. Other classes of problems are well suited
to formal analysis. For example, logic-intensivgaaithms and linear math can be proved relatively
easily with this approach. Formal analysis can beeacellent complement to functional and
stochastic testing.

ARCHITECTURAL AND CONFIGURATION MANAGEMENT CONSIDERATIONS

Developing a componentized design with a modul@hitecture helps facilitate verification and
validation. This paper does not cover methods &binthg architectures in the requirements, desigade,
or hardware environments, because the definitiothe$e architectures is discussed in detallarge-
Scale Modeling for Large High Integrity Systems: A Discussion on Model Architecture” andModel-Based
Design for Large High Integrity Systems: Data Management®,

Regardless of what tools and processes are usedlange project, the basic concept of verifying
small pieces and integrating verified small piet®sether in a hierarchy is very common. Indeed, for
projects of any appreciable size, this is not adyisable, but essential. It is practically impbksito
achieve rigorous traceability, conformance, andfication when these activities are left until ted of
a large project and attempted only at the systeml.|§ his does not mean that system-level testing i
unnecessary. Instead, the system-level effortsldlanly be attempted after completing a well-orgedi
set of unit-level or component-level tests, whidirespond to a modular architecture. This notibn o
componentization holds for both Model-Based Desigad traditional development approaches.

This paper takes a component-level view of a dgrbtmnt, verification, and validation process, in
which the process defined for a single componemisgentially the same as the process for the dveral
system. The primary difference is that the systemprises components that have already completed the
development, verification, and validation process.

A rigorous process will necessarily generate matifaats showing completion of each step. These
artifacts must be managed along with the projdes ffor each version that is verified. Configuratio
management provides a means of maintaining thétsesiudevelopment and verification efforts for lbac
component. In fact, the DO safety standards redbaea configuration management plan be put ingla
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for certified projects. A detailed discussion ohfiguration management can be foundCnfiguration
Management in Model-Based Design.’

DEVELOPMENT, VERIFICATION, AND VALIDATION OF THE MODEL

Figure 2 illustrates the steps performed at the ghddvel in both hardware and software
development. These include validation of requireimemodel development, tracing of the model to
requirements, conformance of the model to standarasverification of the model.

Validate ............
:’v .D~

_ - =+ Requirements

Conformance Veril

~ ~ - - . [Wiedel]-

Figure 2: M odel verification and validation

Validating Requir ements

The first step in the process is validation of thguirements. Recall from the terminology defined
above that validation answers the question, “Is the right design?” Fundamentally, this is a check
whether the textual requirements are complete andrate. For a component, the textual requirements
are usually derived from higher-level requiremeisthis case, the validation step is to check that
component-level requirements accurately capturéntieat of the higher-level requirements.

Regardless of the tools being used, validatiomimst exclusively accomplished via a manual review
of the textual requirements. Questions about irdewdtthe “right” design are almost always subjectiv
nature, and thus difficult to answer solely withtael. There are techniques related to requirements
management that assist in traceability of deriveduirements to higher-level requirements. These
techniques can assist with requirements validabahthey are not typically sufficient.

Developing the M odel

The second step in the process is the developnigiieomodel. In a rigorous process, this is the
exercise of developing the algorithm to meet thguirements. This implies that the algorithm must be
developed to address each and every textual reggeite If the validation of the requirements wasalon
correctly, then building the model that fulfillsage requirements will result in the “right design.”

The ability to quickly build and simulate the modehn advantage in the iterative validation preces
because the process of model building and simulaiften yields further insight into the requirengent
and design. Whenever possible the model shouldabed to the requiremerasit is being developed. If



the model is developed to completion without regarthe requirements, it is likely that the moddl w
fail to satisfy one or more requirements or thatiit contain extra or unintended functionality.

Tracing the Model to the Requirements

Tracing the model to the requirements helps enthaethe model does indeed address all of the
requirements it should, and that it includes noamdous functionality. This two-way traceability (op-
to-bottom and bottom-to-top traceability) does mi@clude a requirement from being addressed by many
sections of the model. Nor does it prohibit a sectof the model from satisfying more than one
requirement. The key is that the relationship betwéhe model and the requirements must be
documented and maintained throughout the desigrepso

Confor ming to Modeling Standards

Conformance to standards is a widely accepted ipeaict the world of software engineering. Coding
standards are used to ensure readability, easgratitsn, and improve understanding. These same
benefits are realized by applying modeling starslahd fact, when automatically generating code from
the model, the best way to ensure that the genkcatge meets a coding standard is by enforcing af se
modeling rules and code generation options in tbeeting environment. The modeling standard must
not only enforce the coding standard on the geeérabde, but also enforce a common simulation
environment including solver options, data managénetions, and so on to facilitate integration of
models in a large project. Measuring conformancg/pscally done through manual review and static
analysis, although other methods exist. Again,stabht perform static rules checking are common in
software engineering. The same capabilities shdddapplied in the modeling environment. In
Simulink®, a commonly used modeling and simulation tool, Mudel Advisor feature can be used to
check and enforce modeling standards.

Verifying the Model against Requirements

Some of the more common verification techniqueushe visual inspection, simulation, and formal
analysis. Although each of these can be valid magecases, visual inspection is, in general, st
difficult to perform and document. Visual inspectis usually completed via a review by several peop
and it is not always easy to create and track adifacts that adequately show completion of theeng.
Like any manual process, visual inspection is alkerently time consuming and prone to errors.

In a Model-Based Design process, verification @idslly performed by simulating the model. The
formality with which these simulations are run czary widely depending on the project. In the most
rigorous case, each textual requirement maps leaat one test case. Each test case contains iapdts
expected outputs. To execute a test case, thesiapatfed to the model and the model is simulakbd.
outputs of the model are then compared to the ¢éggdemutputs. If the output of the model matches the
expected output, then the model can be said to theetequirement on which that test case is based.
When the tests case is also traced to a requirenesification shows that the model behaved as eege
based on the textual requirement.

While simulating the model driven by these requieate-based tests, a good practice is to measure
model coverage. There are different levels of maaelerage: condition coverage, condition/decision
coverage, and modified condition decision covef(@$€eDC). Choosing the appropriate level of coverage
is a function of the project and/or level of cecation required. The model coverage achieved with
requirements-based tests is a measure of the eeggriits coverage. A gap in requirements coverage is
apparent if each textual requirement is associatigld a test case, all of these test cases have been
simulated, and the achieved model coverage isthess 100 percent. This gap can be resolved in two



possible ways. The first is that the uncovered tionality in the model in unintended functionalignd
should be removed. The second is that the uncoaretionality is necessary for the model to fuomti
properly to meet the other requirements-based d¢ases, meaning that the requirement for this
functionality is missing or is incomplete. In tldase a new requirement should be written to clahéy
need for the functionality in question. This refiment of the requirements at the model level is @ ke
enabler of a more efficient and cost-effective pss; as lack of clarity and missing requiremenés ar
identified much earlier than the code verificatiphase, where these gaps would be identified in a
traditional process.

Showing that the model behaves as expected forgée sspecific set of inputs is far different than
showing that the model will behave as expectedef@mry possible set of inputs; a task that is better
handled via formal analysis. One way to show thatrhodel will meet the requirement for every pdssib
input scenario is to create test cases that rapresery possible permutation of input values, akec
these test cases against the model, and compamadtiel outputs to the expected outputs. Even for
simple models, developing and running these tesescauickly becomes unworkable. An alternative
method isproving through the application of formal analysis. Insthase, if the expected behavior from
the requirement can be expressed in mathematicattehen it is possible to perform a mathematical
proof to show that the model will always exhibietdesired behavior. Because formal analysis is a
mathematical analysis rather than a dynamic argl(génulation), it can be applied only to the typés
problems for which closed-form solutions to the Imembatical proofs exist. As previously noted,
algorithms that contain nonlinear math are difficarl impossible to prove; however, algorithms thisd
mathematically linear or logic-intensive are exeeflcandidates for a formal analysis approach.

SOFTWARE DEVELOPMENT WORKFLOW EXAMPLE

Figure 3 expands on the modeling workflow illusédhin Figure 2 to show a more complete software
development workflow.
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Figure 3: Software development wor kflow




Automatic Code Gener ation

Atter fully verifying the model against the requinents, the next step is translating the modeltim¢o
form used for final implementation in an embeddgstem. For high-integrity software projects, thgs i
almost always C code, though in increasingly rases Ada is also used. On some occasions C++ois als
used, and there is a subset of C++ that is stramglgmmended in these caSeEssentially, it omits any
part of the C++ language for which the compiler mdstermine what code to execute in a given
situation.

In a Model-Based Design process, embedded codbeautomatically generated from the model.
Code generation can help reduce translation emotsaccelerates the propagation of changes from the
model to the code. For further reading on the athgas of automatic code generation, refeltalel-
Based Design for DO-178B with Qualifiable Tools® and Checking Code and Models in Production
Environments™.

Tracing the Code to the Model and Requirements

In a Model-Based Design process, the code is trameglements of the model, which are in turn
traced to the requirements. Code generation feglpare the traceability of the code to the modellsio
provides documentation that can help show thatyévielg in the model is represented in the code, and
that nothing extra is in the code that was nohi&rodel. Thus, this traceability maps each linecafe
to the corresponding piece of the model, and mapk piece of the model to lines of code.

Traceability of the code to the model is not sudfit. It must also be shown that the code implement
an algorithm that satisfies all of the requiremdotsthat software component. Ideally, each reaqué@et
should be traced to one or more lines of code, eath line of code should be traced to one or more
requirements. If the model was already traced ¢éordguirements, some automatic code generatios tool
can be configured to include the textual requireséor all pieces that were linked to a requiren{ere
Figure 4). In addition, draceability report detailing the mapping between the model blocks ted
resulting code can be generated automatically. @Hiéact can be used for credit in the certifioati
process. A Model-Based Design process using augshtabdls as described here can provide traceability
of the code all the way to the requirements.

Trace to Model

Trace to Textual
Requirements

Functional Code

Figure 4: Generated c-code from Real-Time Workshop Embedded Coder

Confor ming to Coding Standar ds

Having traced the code to the model and to theireaents, the next step is to show that the code
conforms to the coding standard specified for thsigh. Coding standards are common in software
development and provide a way to ensure that codiéem by different programmers has the same
structure, organization, style, and level of redigb



Coding standards generally evolve over time, fraojget to project. The standards are a collection
of best practices and lessons learned, and aneeddiriom issues that have been encountered inasie p
The value of coding standards is based on thetidggacode written to conform to a well-defined stz
is less likely to have errors.

The activity of code conformance checking is anm@ration of the code against certain rules. This
can be done using a manual review process, a ataigsis tool, or both. Static analysis is dongnexit
compiling and executing the code. One of the magufar C coding standards for the aerospace and
automotive industries is MISRA C, developed by Metor Industry Software Reliability Association.
For a detailed discussion on using Model-Basedddesnd conforming to MISRA-C, sé#ecking Code
and Models in Production Environments™.

Verifying the Absence of Run-TimeErrors

Although code that conforms to the standard is likety to contain errors, there are some situaion
in which “less likely” is not good enough. Thisdspecially true for DO-178 projects where an ecan
lead to a catastrophic event, resulting in los§ifef In these situations, organizations must applyre
rigor to design and testing to ensure the codafis. Specifically, this involves ensuring that togle is
free of any defects, including run-time errors, evhwould lead to unintended behavior. Quite often;
time errors occur during off-nominal conditionsdahus may go undetected during normal testing-Run
time errors can be caused by out-of-bounds armdgxies, out-of-bounds pointers, dividing by zerdada
type overflows, and uninitialized data. These typkesoftware errors are usually easy to fix, but ba
very difficult to detect via manual review, statides checking, and standard functional tests.

There are several techniques available to helpyamatode for run-time errors. As with the
verification of the model against requirements, #pproaches can be broadly grouped into three
categories: brute force, Monte Carlo, and formallysis. With a brute-force dynamic approach, cade i
executed with every possible permutation of inpatugs. For example, a function with two double
precision inputs would require executing the fumetf1.797693134862316e+308)"2 times to cover every
possible permutation of two doubles. It is cleaattfor anything but trivial functions a brute-force
approach is not feasible. A Monte Carlo approacaliccbe used to show the code is statistically daiie,
it does not prove that the code is safe for alkjids inputs.

The most rigorous approach usdsstract interpretation, a formal analysis technique used to prove
the absence of run-time errors. Described simpiig, technique solves the problem by mathematically
showing the ranges of all variables as they pragataough the code, and analyzing if any possible
value within this range could cause a run-timerestaach operation.

Compiling the Code

Execution of code is only possible if it is complil@nd there are many options for how and where the
code can be compiled. It could be compiled locatllya desktop computer (for Software-in-the-Loop or
SIL testing), or it could be compiled using an greged Development Environment (IDE) and executed
in an Instruction Set Simulator (ISS). The codeldalso be compiled using an IDE and placed on a
target processor (for Processor-in-the-Loop or teHting). Each of these approaches results inrdiite
object code. Although compilers are an important & software development and the verification
process, they will not be covered here in dethis Important to recognize that the same sourde can
be compiled using different compilers and differeptions, resulting in noticeable differences ie th
compiled code. Because of this, some software dpuetnt processes carefully define where testing
must be performed. For example, DO-178B requiras tésts to be counted for certification credit imus
be executed against the code on the target proc@dse means that the user must execute the code o
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the same processor as the embedded systeimilar target processor will not do. Often a surrogate
processor is used for initial testing until theuattembedded processor is available, but in the ted
code must be tested on the actual embedded prodessertification.

One of the advantages to Model-Based Design isithaadily supports SIL and PIL testing. SIL
verification shows that the compiled code produbessame results as the original model. Even if SIL
verification shows that the code is equivalenti® model, PIL testing on the actual embedded psoces
is still needed, as there may be numerical diffeesrbetween SIL and PIL results. This can happemwh
the target processor implements word sizes diffgrémm the machine used for SIL testing. Consider
algorithm that calculates position relative to tieater of the earth. Running the code via SIL ngstin a
PC may give significantly different answers thamming the code on a single precision SHARC
processor due to rounding errors. If a user asstings® numerical errors do not exist or are ndyégi
then PIL verification may be seen as unnecessduig. i$ not a conservative assumption, however, lwhic
is why DO-178B requires testing on the target pgsoe PIL testing eliminates this potentially danogs
assumption by verifying behavior on the actual pssor. Because this is the more rigorous apprelaeh,
following sections assume the target code is execuia PIL testing rather than SIL testing.

Verifying the Code against the M odel

The next step in the process is verifying the coeleaves the same as the model and produces the
same results. Determining what test cases shauékécuted is vital. Frequently the test casebased
on the textual requirements, but this is not alwsyf§icient. To show that the compiled generatediecis
functionally equivalent to the model in every pbésicase, the test cases used for this step mogtpr
100 percent model coverage. Since the model ixpression of low-level requirements, these tesesas
are verifying the code against the low-level reguients, which is still considered functional tegtin
Though closely related, showing 100 percent coweraigthe model is not the same as showing 100
percent coverage of the code. There are diffemmhg of code coverage, including statement coverage
branch coverage, and modified condition decisiowecage (MCDC). The concept of coverage also
applies to the model, though model coverage hakghtlg different meaning. For details on these
differences, refer to the MathWorks product docutaion for Simulink Verification and ValidatioH.
Some projects require 100 percent code coveragesiing, which may necessitate additional effort
beyond the functional testing.

After choosing the most appropriate level of cogerfor the project and creating the test vectors to
achieve that level of coverage in the model envitent, the task is to execute test cases against the
model and the code to ensure equivalent functityndfithe test vectors used provide 100 percendeho
coverage, and the model and the code produce the satputs for these test cases, then it has been
shown that the code and the model are functiomajlyivalent in every possible case.

As noted earlier, the most rigorous verificatioguiees execution of the code on the target processo
With Model-Based Design, this is possible via Pdlsting, given the appropriate tool chain and target
hardware. To realize the maximum benefit from Rdkting, this tool chain must be both efficient and
easy to use.

Verifying the Code against Requirements

The final step in the process is very similar te fprevious step. The only difference between
verifying the code against the model and verifyinggainst the requirements is the origin of th&t te
cases being executed. Assuming that the previaps \&drified that the executable code on the target
processor is functionally equivalent to the mode¢ final step is to rerun the high level requiratee
based test cases on the executable code on tlet progessor. A key benefit of PIL testing in a Mied
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Based Design process is test case reuse. Recaththaequirements-based tests were executed &gains
the model during the verification of the model agathe requirements. Reusing the same instantiafio
the test cases directly without having to rewritent is a significant efficiency benefit. To dirgcteuse

test cases, the tool chain being used for Modee@8&ssign must support PIL testing.

HARDWARE DEVELOPMENT WORKFLOW EXAMPLE

When using Model-Based Design, the process for ldpirey complex electronics such as FPGAs
and ASICs is very similar to the process for depilg software. In fact, one of the significant
advantages of Model-Based Design is that the muoglgbiortion can be abstracted from the target
implementation. As a result an algorithm that méleg¢srequirements can be developed before thettarge
implementation is even known. This is illustratedhie hardware development workflow example shown
in Figure 5.

Validate
,."-‘-FI Requirements
-~

Trace |
L} Conformance

'I
A N
S 5
= Model [-«*
o = [

Trace | Conformance

-
v L4

S~ —>| RTL(HDL) Code |-

Synthesis

h 4

Gate Level Net-List

Place & Route

h A

Hardware

Figure 5: Har dwar e development wor kflow

This workflow mirrors the software workflow fromgeirements through verification of the model
against the requirements. In fact, the proceshassame through traceability of the code to theehod
This portion of the workflow is the same regardlessvhether the target is software or hardware. An
overview of the Model-Based Design hardware develu workflow follows. The discussion is less
detailed than in the section on software developineocause in many steps (for example, traceability)
concepts and the workflow are essentially the same.
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Additional M odeling Consider ations

For hardware development, models must be elabotatattiude fixed-point design considerations.
Hardware development may also require elaboratiapecify implementation details such as pipelining
and parallel versus serial implementations. Thisiiisilar to the elaboration of a model with mulépl
sampling rates for software development, thoughbdeling constructs are different. As models esplv
test cases can be reused to verify that desighmegt their requirements.

Automatic HDL Generation

In the case of hardware design, the design wilinpglemented in hardware description language
(HDL) or Verilog code. Just as for software, thigpiementation can be automatically generated fitzan t
model in a Model-Based Design environment. The samwefits are also realized, specifically the
reduced likelihood of translation errors and thiditsglio more quickly propagate changes from thedelo
to the code.

Tracing the HDL to the Model and Requirements
For the same reasons enumerated in the softwatdlawy traceability of the HDL to the model and

requirements is required. Using Model-Based Desiiga,capabilities for maintaining and reporting on
traceability from requirements to model to HDL c@dte the same as for software (see figure 5).

Trace to Model

e, Trace to Textual
e g Requirements

AUTO TO_ABORT 1 <= "1' WHEN g2fpsZ_cutl <= 32 ELSE Functional Code

Figure 6: Generated HDL code from Simulink HDL Coder

Similar to software, organizations have developedirtg standards for VHDL. One example is the
set of VHDL standards developed by the Europearc&paency. Ultimately, HDL checking is
performed in an HDL authoring tool. However, ashn#oftware, model structure and configuration
options can affect generated code. Proper enfomewfestandards at the model level will help in
generating HDL code that also conforms to standards

Verifying the HDL against the Model

HDL differs from c-code in that it can be simulatbdfore being synthesized and deployed to
hardware. As a result, there is an additional igatifon step required. In order to verify genera#al, it
can be cosimulated with Simulifik Cosimulation allows test cases to be reused asdlts to be
compared with those from the original design. Tikisoughly equivalent to SIL testing in the softear
development workflow.

DO-254 Levels A & B require code coverage, altholegs specific guidance is given compared to

DO-178B. While HDL coverage is measured within thBL simulation environment, the process of
ensuring coverage is essentially the same as thratsdftware. Developing test cases that prove

13



requirements are met and fully exercise the desighe model level can streamline or reduce tesitng
the HDL level.

Verifying the Netlist against Hardwar e Synthesis

A major difference between software and hardwaneeldpment is evident at the compile phase.
Whereas software is compiled from source code ahiject code, HDL code is first synthesized before
going through place and route for final implemebotaton the target hardware. The same cosimulation
capabilities for the HDL code exist for cosimulatithe netlist, however simulation is much slower.

Verifying the Hardwar e against Requir ements

Place and route is the final stage in hardwareemghtation, and it produces an FPGA or ASIC. The
output produced by this hardware must also be cosdpaith the output from models and the expected
output defined in the requirements to help ensina@ trequirements are still being met. This is
accomplished using hardware-in-the-loop (HIL) ta&gtiAgain, test cases and analyses used at thel mode
and HDL cosimulation stages can be reused. Thevamdtequivalent of HIL testing is PIL testing.

Additional Notes on Har dwar e Development

EDA tool vendors provide additional tools for haede verification. For example, equivalency
checking tools based on formal methods can be tsgudove the equivalency between HDL and the
netlist. There are also tools focused on analyrimgementation effects rather than algorithmic etfe
An example is static timing analysis tools, whiaidphensure the algorithm will perform as expected o
hardware despite manufacturing variations, tempegathanges, voltage fluctuations, and so on. These
tools can complement the workflow discussed here.

CONCLUSION

This paper introduced a rigorous Model-Based Despyocess for software and hardware
development. Each step of the development processdescribed, and in some cases tools to aid in
individual steps were identified.

Model-Based Design provides a common design wonkfior both software and hardware
development projects. This allows accelerationhef design process as model development can begin
before the target is chosen. Furthermore, rewoskgisificantly reduced if the desired target (seafitevor
hardware) is changed late in the development psocé$ an organizational level, increased consten
between software and hardware development proceaseeduce the number of tools and processes to
be managed.

The automation and reuse of test cases providdisagmt cost and schedule benefits compared to a
traditional development process. These benefitsn dtem the ability to author test cases based on
requirements just once, and execute these test ¢asan automated way on a model, on software
compiled locally or running on a target processohardware designs being co-simulated or running o
target FPGA or ASIC.

The ability to automatically generate documentatém artifacts, particularly during the cyclical
process of change requests and regression teatgwprovides significant time and cost savingse Th
most rigorous processes require that each stdmimorkflows discussed above must be documented. In
a traditional development process, this requiresigaificant amount of manual effort. This effort is
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magnified by the repetitive nature of these tabksdel-Based Design enables many documentation steps
to be automated efficiently.

While a thorough discussion is beyond the scopthisfpaper, it should be noted that many safety
standards, including DO-178B, DO-278, and DO-25walfor verification tools to be qualified.
Qualifying a verification tool allows certain stejosthe certification process to be skipped orastrined.
Tool qualification can further magnify the cost sms realized by automation. Please Skxlel-Based
Design for DO-178B with Qualified Tools® for a detailed discussion on tool qualificatiom f2O-178B
certification.

Like many industries, the aerospace industry idhgea continued increase in the amount and
complexity of embedded software and hardware. ig éhvironment, finding more efficient methods to
develop these systems while also maintaining tlgbdst levels of quality is essential. Model-Based
Design provides an efficient process to developjfyevalidate, and document complex embedded
systems.
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