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int 1 = 0;
int arr[] = { 1, 2, 3, 4, 5, 6, 7, 8, 9, 10 };
for (1 = 0; 1 <= 12; 1i++)
{

arr[1] = o;

printf("Hello World,i=%d.\n",1i);



51+

int 1 = 9;

b
int arr[] = {1, 2, 3, 4, 5, 6, 7, 8, 9, 10 };

for (1 =0; 1 <= 12; i++)
{
arr[i] = o;

printf("Hello World,i=%d.\n",1i);

Mame

@ i
4 @ arr
(0]
(1]
(2]
(3]
(4]
(3]
(6]
(7]
(8]
(9]
@ arr[10]
@ arr[11]
@ arr[12]

tttoeoeLoeoLoL

Value

11

OheD0BFfad0 {0, 0. 0, 0,0 0.0, 0,0 0}
0

=R = =R = = I == [ = i == = = =

MINGWB4:/c/Users/lehuahuswark

world,i=0.
world,i=1.
world,i=2.
world,i=3.
world,i=4.
world,i=5.
world,i=6.
wWorld,i=7.
world,i=8.
world,i=9.
world,i=10.
world,i=0.
world,i=1.
world,i=2.
world,i=3.
world,i=4.

gcc

MATLAB BXIPPO

CAUsers\lehuahu\source\repq

Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello

World, i=0.
World, i=1.
World, i=2.
World, i=3.
World, i=4.
World, i=5.
World, i=6.
World, i=7.
World,i=8.
World, i=9.
World,i=10.
World,i=11.
World,i=0.
World,i=1.
World,i=2.
World, i=3.

I
I
I
I
I

VC++
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MAIMGW B4 o/ Users/lehuahufwork ez 2 e A e

world,i=0.
g I % world,i=1. Hello World,i=0.
world,i=2. Hello World,i=1.
' _ world,di=3. Hello h\!or'l.d,::.=2.
int 1 = 9; world,i=4. Hello Wor'l.d,:_.—3.
int arr[] = {1, 2, 3, 4,5, 6, 7, 8, 9, 10 }; world,i=5. Hello World,i=d.
.o e oo world.i=6. Hello World, i=5.
for (1 =0; 1 <= 12; i++) i Hello World,i=6.
{ world icg. Hello World,i=7.
arr[i] = o; |i|' Y A Hello World,i=8.
NFI%?%("Hello World,i=%d.\n",i); wor1d:129- JHello orld, i=o.
P P ARG AN L) world,1=10. ¥ he1lo World,i=16.
b world,i=0. Hello World,i=11.
world,i=1. Hello World,i=e.
Name Value world,i=2. Hello World,i=1.
@i T world,i=3. Hello World,i=2.
4@ arr 0x008ffad0 {0, 0, 0, 0,0, 0,0, 0, 0, 0} world,i=4. Hello World,i=3.
@ [0] 0 |
@ [1] 0
@ 2] 0
@ [3] 0
@ [4] 0
@ [5] 0
@ [6] 0
@ [7] 0
@ (2] 0
@ [9] 0
@ arr[10] 0
@ arr[11] 0
@ arr[12] 11
4@ &an12] (xDOBFFBO0 {11}
@ 1
4@ & (xDOSFFBO0 {11}
@ 1
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int new position(int senscr posl, int sensor posZ)

= {
int actuator position;

int x, ¥, tmp, magnitude;

actuator position = 2; /* default */
tmp = 0; /* wvalues */
magnitude = sensor posl J/ 100;

vy = magnitude + 5;

while (actuator position < 10)
= {
actuator position++;
tmp += sensor pos2 / 100;
y += 3;
i }
if ((3*magnitude + 100) > 43)
= {

magnitude++;
¥ = actuator position;
actuator position = x / (x - ¥);

i }

1

return actuator position*magnitude + tmp; /*

new value */
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SATEMERNEA . BITEEIR

= Aruntime error is error that occurs while a program is
running and typically caused by issues such as division
by zero, attempting to access memory that is not
allocated, or using a variable without initializing it.

= Runtime errors can cause a program to terminate or
behave unexpectedly. Unlike syntax errors, runtime errors
are can ONLY detected while the program is executing, and
compilers CANNOT detect runtime error.
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weapons control error.
28 American soldiers killed

100+ soldiers wounded
Accumulating Error

Propulsion system
repeatedly shut down.

AT Divide-by-zero error
Patients severely overdosed.
Therac 25 6 Killed. | Rgce Condition
JEEFIETA Overflow Error
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Polyspace /=mnzx

ﬁ KX LA Code Prover
% FR7SS#T TR Bug Finder

Z7SMK TR PSTest

AHT

FEEE Iy PSAccess

O Prove Software Runtime Correctness
{0k Architecture Analysis

Q Detect Safety and Security Vulnerabilities

E Check Adherence to Coding Standards
<m> Compute Source Code Metrics

& Test Authoring
P Test Execution, Coverage and Profiling
:z| Test Management

Online review and collaboration on Polyspace results
L] IDE Plugin for checking local coding rules and issues
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Very few defects or vulnerabilities
« Credits for functional safety,
cybersecurity standards.

MISRA-C/C++ 2023 SRFD N |
FN{LT ECode Prover st
>Fully Trusted Components pUTO | E3
 Reliable, Robust, Safe, Secure
* Proven free of critical runtime
defects and vulnerabilities
« Additional credits for standards.
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Polyspace Code Prover JFRR{R I L £ T /E

File Reporting Access Tools Window Help
% % | 1> Run Code Prover ~ M Stop | 4|

<" Project Browser

+ROBR|LT bE

B

ox

W Polyspace R2022a Ci\polyspace_workspace\where_are_error\where_are_error.psprj

— x
T Reai Deal
[HEL] I

No check selected| ¢

— ™ where_are_error
13 Project Source Files
= Project Include Folders
== Module_1
(=3 Module Source Files
=0src
< where_are_the errors.c
=3 Configuration
% where_are_error [:}

vull:‘("aseser\siﬁvelj\mnlewurd

1% Configuration |  Result Details|

| ofed pEms A

B Qutput Summary

Type Message

File

Line  Col

Detail

% Project Browser | [E Results List|

& Dashboard | ¥ Source | E Output Summary

(=R BRI = O

MATLAB BXPO
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Microsoft Visual C ime é ‘
rrrrrrrrrrrrr
Q Progr.
This application has requested the Runtime to terminate it in an
;:‘e:;:dc';z'-“ the application’s support team for more information.
BT RIEER AL KTDE 8
BITHEEIR R BEa&mE mASRLE SEE

h A& ESEE

S AR ERIFRE RS R ? TRGAFS

B FamlRgE

14



MATLAB BXPO

7S] Ep s

Code Prover 1

3AE 6515
ZEUAAT. AIEE
=) =) I R T R Rt

BARISGE, (BFHEYIRNA]
ErERYIERA,

HRecBaa, AREREIR
Igﬂﬂ AEEFATIERRAUIB IR

15



MATLAB BXIPPO

] polyspace | FF % ki 5

ey oM

- RHEREBRS

E]
ARR/HESH - BPEIESHE a AR TH2® CE,«@
- A - BHREEE
- BIFRBEIET AN
- RERSERK
EiE - EREENRRE
. o 3aTim
it Wy TR %“@
e T2
- BRI EREE
- R/ B AR IUE
- HEIEEhEE
< TR
F ) e Tiem @ sug Fincer
:é:ﬁﬁ:]j‘ﬂfﬁ % <ﬁ g BRETIEID %@ @ Code Prover
e
- B IEE A HERA - B E SRR ITRTEIR o] Access
. B H IS EMISRAZHITE 55 - JERRHEHR R T B TRTIEIR 3 s vou code

16



Rz FH polyspace B FF % ifE

B ER

v

x F& T2

' 4 B )

X P L
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Polyspace as éﬁ‘z Bug Finder S st :
¥ pIlR Bug Finder
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- Bug Finder
Code Prover S5zt
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ﬂ File Edit View Project Build Debug Test Analyze Tools Extensions

Window Help  Search (Ctrl+Q) A | mimalloc ® - o x

G- =N - - & -| Debug - x64 ~ P Local Windows Debugger - | 5* | [& _ El n - 12 Live Share &

nsc + X [Elllels ~ # Solution Explorer
@E- o-5a@ o =

EIDERR R RER A I o)l &2 £ e
==

- (Global Scope) -1 ® mi_option_init(mi_option_desc_t * desc) =i
+ \ nos
- f Search Solution Explorer (Cirl+;) P~

&1 Solution ‘mimalloc’ (6 of 6 projects)

4 Ml mimalloc

b =® References

b I External Dependencies
3
4

Header Files

Source Files

s v
v{buf, s, sizeof(s))) { '
= strlen(s); b
- = b B alloc-posix.c
= sizeof(buf)) len = 512&01‘{!{ b B arenac
b [ bitmap.inc.c
ce Defect (If-condition always evaluates to fals o e
LoImar JEUUppeETr (L L] J» B b [ options.c
b [ osc
b [ pagec
b [ page-queuec
i ] b B random.c
b B regionc .
b [ segmentc
R ¥ #FEclipse. VS # VS Code

-
e & ERERIER. RS

Bl mimalloc-override

B mimalloc-override-test
B mimalloc-test

Pl mimalloc-test-api

[ mimalloc-test-stress

Polyspace Results List

Project: mimalloc File: options.c Found: 2

Status: Success @

(Impact Medium) (:

FBT'I ‘;;0 ‘ i ‘ heck ‘Tvpe ‘toupper' argument has undergone o

Dead code _MC‘_ expected range [0.UCHAR MAX):
1

» | | 'toupper’ can cause unexpected result.
To fix, cast the character value to ‘unsigned char’ before conversion to a wider type.

with sign extension and can be out of

Id | Event File Scope
R

2 OMisuse of sian-extended (options.c mi_option init(mi option d

Rt 5B 4IERSFIIDER SRR AP
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RS HY B A S ERPE -
g = & >

R src DQ Do - » x
RIRETRzR C const NIV.c X g'>v gr [0 ---
v ¥TRRYwiERE C const NIV.c > & use_table(int *)
X € const_NIV.c -e 4
v SRC 39} -
C const_NIV.c | 40 _-
{} src.code-workspace 41 .
C zfc 42  int main()
43 { B
44 int a = test_fun(&g_const_var);
45 use_table(table);
46 return 0;
47 }
48
[
Polyspace Il mE EdERE &R kSR (LN text, */*t.. WY B = A~ X
Makefile HRETAER ISR,

GitLab Workflow

523 4IFFKE:4 UTF-8 CRLF {} C Win32 &'

== Q =% “3&@‘5‘-[3’9 ~ 0@ d P B Que 202;?552-5

19
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RS

B @) A O=men

© BHERLUF (B2m: High) @) (X
Division by zero.

HF

Possible input value causing

(i8]

Entering function ‘speed

-

[T
w

[F%)

Assignment to local var

4 Assignment to local vaniab

e ]

Ln

Entering while loop

an
w
(=]
i

Assignment to local vari

W
(=]
i

Assignment to local vari

|.""|\ &S" H}.as.

(i1

1 Function called by external code

e
EMRRLF
s
s
EERLIFE

GBI

A Medium

Z4m: High

LhRen

o) IEE

defect: -19

hﬁﬁ*

with input 'k

Result includes example values that lead to the defect.

S

exampie.c

mple.c
'-.-_rv- al = i
LLIIE
example.c
example.c
example.c
example.c

(m=m - || 2B wHes
FHREE prL.3
Division by zero. Resul... example.c
Operation + (binary) o... example.c
Operation - (binary) o0... example.c
Division by zero. Resul... example.c
3
== | R L
S Pl X TERT
HE

,_
EE i

speed() 5
speed( 5

Unreviewed

EET

Unset

int speed({int k}

{

int i,j,v;
i = 2;
J=k+5;

while(i<1@)

}
return 1i/f(

k)

om
i-3):

Local variable ‘i (int 32)

© ShiEbaiaxXaE,
operator / on type int 32

* right: 0

MATLAB BXIPPO
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A4 B UEBuUg Finder#s 2= I g4zt A 451

© =BT (2/m: High) (@

Division by zero.

ETETRERETEERENEREANE

=ik EETEMESREAE (-checks-using-system-input-values)
EELTERMEFERSEE:
- 25EE
« BEEERNTHIE
« EERIFNERIE
» (EF EERERENEN EENEEE A
EEEpESs e RlRERES RS I,
FHEHFTEE SRS MRS B PERIT IS,

FTERER S EEREERE N (-system-input -from)IEEHIREHTEREIS .

Result includes example values that lead fo the defect. E '—iﬁﬁ'ﬁﬁﬁﬁm %Eﬁlfﬁ
- - =m Parameter k (int 32): -19
1 Function called by external example.c speed() 15 int speed{int k)
code with input 'k’ A — -
Possible input value causing 16 m . ——
defect: -19 @ SenikskEExaE, int 1,3,v
2 Entering function "speed’ example.c speed() ) . N il = @ 0] '—iﬁﬁﬁﬁﬁﬁﬁiﬂﬂ{a
Assignment to local variable 'J" (int 32): -14 u
3 Assignment to local variable "' [example.c speed() _ j=k+5; operator - on type int 32
4 Assignment to local variable ' [example.c speed() 28 wh_i_fe{i-:i
5 Entering while loop example.c speed() 1 s :[“_““ = left 10
- e - . * night: 10
ssignment to local variable 'I' |example.c speed() 29 i
7 Assignment to local variable ' [example.c speed() o 23 _j_ * result 0
8| O BEBRLE example.c speed() 24 ! # & (result is wrapped)
@25' return 1{{1;;]},
26 [}

MATLAB BXIPPO
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A4 B UEBuUg Finder#s 2= I g4zt A 451

- 5B
- E=E i
it INT_ZERO DIV
&’ (@S (BFcounter) @ i INT_ZERO_DIV &4f5 )
P TSR ek A,
e
© axs= = GETENER. SEREITTHOSEEEE.
. — d(-19);
S EAFEESTET TR ! Epeed(cl9)
R BRI Isas i
@ = v B £5(2025/5/22 07:37:12) ®
- E‘-_ll pst_default_suite ®
E
* [ ik Bug Finder K 1 ®
v [7, pst_default_suite * Bug Finder i 2 ®
- ) | Bug Finder i 5 &
Bug Finder M, 1*
Bug Finder [ 2 * || EREEES
= . . 3 pst default suite / Bug Finder i 5
Bug Finder i 3 # g £
Bug Finder i 4* ® s FEERIIE: 4.0365
. _ * S0,
Bug Finder iz, 5* Mizams.

Bug Finder i 6*
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< L Y .Y —_— View configuration options 'Em results|
IR R 2R B TR

j where_are_the_errors.c ® |

M

int naw position(int sensor posl, int sensor pos2)

{ Green (41)

int actuateor position;

int %, y, tmp, magnitude;

actuator position = 2; /* default */

tmp = O; /* values *'/ Code covered by verification
H magnitude = sensor posl / 100; Lo
- a0
y = magnitude +5; 80
70
while (actuator position < 10) : 10028 o
{ operator / on type int 16 40
. . ) 30
actuator positiontt; left: 10 .
tmp += sensor pos2 i 100; Iight [_345 3 _]_] 10
— . 0
yi=3 result: [-10 . 0] : ‘
} Procedure Code operation
if ((3*magnitude + 100) > 43) Is my configuration correct?
{
magnitude++;
X = actuator position;
actuator position = X i (x - v)i
} -
return actuator position*magnitude + tmp; /* new value */ return I:l'l'lt ].ﬁ':} [—}Egﬁ' -- E?Eﬁ]

24
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\/

EERE: [-2147483639 .. 2

31_1] tasks2.c

| —
ariable A
oo R B
Variables Values #Re... #Wri... Wri.. Re..)] Protecton Usage Scalar Line  Col File Type Detziled T...
LT S U i, al I z 11 ] TIIT-TES- T TN PUIILEL W L
[#-initislisations. current_data 2 2 3 12 |initiglisation. .. pointer toi...
[#-initislisations. first_paiload 100 0 3 4 |initialisation... int 32
[ -initialisations. second_paiload 200 0 1 14 4 [nitialisation... int 32
[#-initialisations. tab o 0or 12 1 3 10 4 |initialisation... array(D..9)...
[#-zingle_file_analysis.output_v1 [-31..127] 0 2 24 10 [single_file_... int 8
I:I---smgle file_analysis.output_ve [-1701..... 1 3 22 11 [single_file_... int 32
TE analysis.output_v7 [-253.. . 3 2 23 11 [single_file_... int 32
[H--single_: ﬁle _analysis.savel [-32..117] 0 2 26 11 [single_file_... array(D.. 1...
[+-single_file_analysis.v0 [0.. 266... 1 2 14 11 [single_file_... unsigned in...
[+-single_file_analysis.v1 [0..230... 3 2 15 11 [single_file_... int 16
[+-zingle_file_analysis.v2 [-25920 .... 1 2 16 11 [single_file_... int 16
[#-single_file_analysis.v3 [0..218] 2 2 17 10 |single_file_... unsigned int &
[#-single_file_analysis.v4 [=eu 1 2 13 11 [single_file_... int 16
[-single_file_analysis.v5 [-1440 ... 1 2 19 11 |single_file_... int 15
Bt L [-21474338 4 3 t3 t4£5|t3 t4 15 shared 26 4 |tasksl.c int 32
----- 4 main.main -10000 36 4 |main.c
----- 4 tasks1._init_globals 0 26 4 |tasksl.c
----- 4 tasks2.Increase_Powerl [-21474836 19 4 |tasks2.c
----- b tasksl.orderregulate [-21474836 2 )
----- b tasks2.Increase_Powerlevel [-21474336 —
..... b tasks2.Compute_Injection [-21474338 @ZLDQ_EE . | Ll . |
----- b tasks2.Get_PowerLevel -21474836 ERES
" - \ P Unreviewed v [ErgAEE.
-d|| tasksl.server2
-d|| tasks1.tregulate \?‘Iiﬁ Unset v
B -||» tasksi.serveri -
-] |# tasksl.server2 SRERERPOTE @
.| |» tasks1.trequlate Variable 'tasks1.PowerlLevel is shared among several tasks. Some operations on variable 'tasks1.PowerLevel have no common protection.
- M {F512E: serverl server2 tregulate
[-tasks 1. 5HR2 0or 22 BFSE A serverd server? trequlate
e 2l Bt Xt EE 7
E-tasks L.5HRS Sor 28 < S AfE:-10000 main.c  main() 39
- tasks1.5HRE 0 1« FAE:0 tasksl.c _init_globals() 26
1 S {8 [-2147483638 .. 231_1] tasks2.c Increase_Powerlevel() 18
L4 B {E: [-2147483630 .. 231_1] tasksl.c orderregulate() 39
4 B {E: [-2147483630 .. 231_1] tasks2.c Increase_Powerlevel() 18
L4 B {E: [-2147483630 .. 231_1] tasks2.c Compute_Injection() 33
4 Get_PowerLevel() 39
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L GitLab 915!

SRR A REL
5 7 N BIJ$2 il 2

B LE =) = 4K
ZiEEERREX

#1/bin/sh

#

# An polyspace verification example |
is about to be committed.

# Called by "git commit" with no argt
# exit with non-zero status after issuir
message if

# it wants to stop the commiit.

#

# To enable this hook, rename this fil
echo

export PATH=

polyspace-bug-finder -options-file of
sources-list-file source_command.ixt
polyspace-results-export -format csv
‘output—name result.tsv

results num=9$(cat result.tsv | tail -n
echo there are defects

i MINGW64:/c/workspace/GitWorkspace/GitWerkspace/PolyspaceClDemo/polyspacecidemo = O X

eCIDemo/polyspacecidemo
$ |

/c/workspace/Gitworkspace/Gitworkspace/Polyspac

MATLAB BXIPPO
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elntegration X 4 I X 4 s / elntegratior ChatGPT Inside

A %% | demo-polyspace-cignb.mathworks.com

Jenkins kg | EEEE

@ PolyspacelntegrationCl £ i HF Pull Requests

@ &t ) Disable

fres iEiT 2% HE 1SHERIE A0

o 36 - Started by user anonymous 1m 31s 2 minutes ago

9 35 - Started by user anonymous 1m 4és 4 minutes ago

o 34 - Started by user anonymous 2m 11s 10 minutes ago
L} e 33 - Started by user anonymous im 41s 17 minutes ago

° 32 - Started by GitLab push by Lehua Hu 1m 42s 23 minutes ago

° 31 - Started by user anonymous 2m 25s 29 minutes ago

e 30 - Started by user anonymous 1m 46s 2 days ago

o 29 - Started by GitLab push by Lehua Hu 1m 30s 2 days ago

o 28 - Started by GitLab push by Lehua Hu 1m 29s 2 days ago

9 27 - Started by user anonymous 2m 46s 2 days ago

o 26 - remove -shared-variables-maode 1m 29s 2 days ago

Q 25 - remove some option 1m 14s 2 days ago @9

iR Q EE @G -0 E-HHE ~0 e 8 B DN 8
27



IEC 61508 Part 3 — Polyspace Bug Finder Supports...

Table A.2 - Software Design and

Table A.8 — Modification

Development — Software Architecture Design
: SIL

Technique / Measure

Technique / Measure

27 \ Table A.3 - Software Design and

26 Implementation — Support Tools and

25 Programming Language

;: Technique/ SIL

2 [Rraa] e Measure ~  : :

21t RBRRRE el i

00 [ RRAN B lLanguagesubset © - |

19 Strongly typed

i I AMalalal pr.qsramm!ns..l.an,suase .........................................
17 ()

Technique / Measure
[E
D

Table B.8 — Static Analysis

Technique / Measure

Statlc analysis of run time error
behawor

MATLAB BXIPPO

Table B.1 — Design and Coding Standards

Technique / Measure

éNo automatic type conversion
éNo unstructured control flow in
‘programs in higher level languages :
Limited use of recursion
‘Limited use of pointers

No Dynamic Variables

‘Use of coding standard to reduce

:HR HR HR%HR

SiL

and functions

Table B.9 — Modular Approach

Technique / Measure

One entry/one exit point in subroutines 5

Parameter number limit / fixed

Software complexity control
Software module size limit

HR HR HR HR

'HR 'HR HR HR

13 ! likelihood of errors
12
11
10
9
8
7 SIL
6|1 23 4
5
4
3
2
1
A.l A.2 A3 A.4 A.5 A.6 A7 A.8 A.9 A.10 B.4 B.5 B.6 B.7 B.8 B.9

Table

28
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IEC 61508 Part 3 —

Table A.3 - Software Design and Implementation -

Support Tools and Programming Language
., st
1.2 3 4

Technique / Measure

Technique / Measure

PR R R BP R R R ERERNNNNNNN
O L N WD U oo NN 00 Wo Rk N WS OO

Polyspace Code Prover Adds...

Table A.8 — Modification

Technique /
Measure

SIL

1.2 3 4

Table B.1 — Design and Coding
Standards

Technique /
Measure

- St
1.2 3 4

B N W b U1 N 0O

Table A.5 — Software Design and Table B.8 - Static Analysis
Development — Software Module . :
. . Technique / : SIL
Testing and Integration Measure ‘1.2 3 &4
Technique/ ~ SIL Table A.9—Softw.:=|re Verification | e ———— | e &2 0T
Measure 1 23 Technique/; SiL
10 iFormal verification : - i - i R . Measure ‘1 2 3 4
: : : : : () ( : B B B
1  Formal proof : RTTTIITTY
’ 4 .Damaflowanalysis ~ : R :HR:HR:HR
3 Control flow analysis @ R "HR HR:HR
L) RN
1 éBound.a\ryvaIue R R HR HR
:analysis : : : :
SIL
1234
Key:
Bug Finder Credit

Al A2 A3 A4 A5 A.6 A7

A.10 B.1 B.2 B.3
Table

A8 A9

B.5 B.6 B.7 B.8

B.9 Code Prover Credit
’ Code Prover Enhances Bug Finder
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PRI EMELETER (1SO 21434)

[RQ-10-04] If design, modelling or programming notations or languages are used for the cybersecurity
specifications or their implementation, the following shall be considered when selecting such a notation

or language:
f) resilience of the language against vulnerabilities due to its improper use.

EXAMPLE 4 Resilience against buffer overflows.

[RQ-10-05] Criteria (see [RQ-10-04]) for suitable design, modelling or programming languages for
cybersecurity that are not addressed by the language itself shall be covered by design, modelling and
coding guidelines, or by the development environment.

EXAMPLE 5 Use of MISRA C:2012 [17] or CERT C [18] for secure coding in the “C” programming language.

EXAMPLE 6  Criteria for suitable design, modelling and programming languages:
— use of language subsets;
— enforcement of strong typing; and/or

— use of defensive implementation techniques.

[RQ-10-10] The integration and verification activities of [RQ-10-09] shall be specified considering:

NOTE 2  Methods for verification can include:
— requirements-based test;

— interface test;

Follow Security Coding Standards

Avoid Vulnerabilities Due to Improper Use
Dataflow/Control Flow

Resources Analysis

Unidentified Weakness Confirmation

[RC-10-12] Testing should be performed in order to confirm that unidentified weaknesses and
vulnerabilities remaining in the component are minimized.

NOTE 6 Unnecessary functionalities can contain a weakness.

— resource usage evaluation;
— verification of the control flow and data flow; NOTE7  Testing methods can include:
— dynamic analysis; and/or — functional testing;

— static analysis. — vulnerability scanning;
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=] Polyspace X #HER2REMmMIBITA
—® Update to 2024b

SEICERTC 100% MISRA C 2012/23 AMD1 100%

m Supported mNot Supported

m Supported mNot Supported

RECOMMENDATION 94 187 MANDATORY [
ruLEs  [IEETIN - 0 ReQuireD [

SEl CERT C++ 100%

m Supported = Not Supported

1ISO 17961 100%

m Supported ® Not Supported

i — OTHERS

DECIDABLE
CWE V4.12

m Supported mNot Supported

cwe oco TR O /| 0/
CWE 658 76 6 93%

CWE updates yearly and have weakness for other language.Only 658/659 are rules for C/C++. sl
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FreeRTOS
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cr Bl A

Invalid use of standard library routine (2
Warning: function 'memmove' is called with possibly invalid argument(s)
» Checks on first argument (destination):
v Not null.

CVE-2018-
16601

oo ks M| fx ¥

= Result Review

*
e e e e e e e e e el el el e ek el Severity 'Not a defect = vaencgm
Conversion from unsigned to signed + Status 'No action planned =

e e e e e e e e e e e e e e e e e she e e e b e e e e e e e e e e e

| ? May not be a memory area that is accessible
Actual value of first argument (pointer to vo

Actual value of third argument (unsigned int 32): full-range [0 .. 232-1]

Source Code

FreeRTOS_DHCP.c FreeRTOS_ARP.c

1526
1527
1528
1529 3

FreeRTOS_IP.c

ithin the boundary given by the third argument.
d): points at offset 20 in buffer of [1 .. 20] bytes.

aws_secure_sockets.c

( pucTarget, pucSource, xMovelen );
pxNetworkBuffer->xDatalLength -=

optlen;

Inconsistent arguments to memmove = DoS!
Not checked by CERT/MISRA/...

MISRA
Violation

use_int32 ( uléGa );

ke ke e e e ke el e e ke e de ke

Conversion from in

e e e el e e e e e e e e e

Select one or more results to review:

+ % Overflow
*  MISRA C:2012 10.4 (Required)

¥ MISRA C:2012 10.4 (Required) 2/
Both operands of an operator in which the usual arithmetic conversions &

The left operand of the + operator has essentially signed type whie the n

¥

v Overflow (2
Operation [+] on scalar does not overflow in INT32 range
perator + on type int 32

left: 1

right: [0 .. 127] or [65408 .. 65535]

result: [1 .. 128] or [65409 .. 65536]

(result is truncated)

Valid mixing of different data types - No vulnerability
Okay to violate CERT/MISRA/...

Certainty only
through formal proof
(,sound formal verification®)
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Works with all inputs? Always?
Works on target processor?
— Floating point errors? Soft float?
— Interrupts & race conditions?
— Stack size? Memory leaks?

Check distribution
Proven: 93% 100

.—Orange (22)

Green (267)

Open results

b

51

3

RL# 5 AR @

RSN RES “y

~_—= Red (5) 50 ( 100% ) 1

B AR S

RIEE

CERT C(++) — Secure coding standard
CWE — Common Weaknesses
AUTOSAR-C++ & MISRA guidelines
Taint Analysis, Persistence Analysis
Common Vulnerability , defects

MISRA C:2012 violations by rule (Top 10 only)
Total: 292,321 violation(s) found

MATLAB BXIPPO

2.5
20.1
D4.9
20.5 = Defect distribution by category (Top 10 only)
5.4 Total: 1,368 defect(s) found
g?: Returned value of a sensitive function not checked
. Write without a further read | s s———
5.1 pmm Pointer access out of bounds | s —————
1.1 = Dead code | mummmmm—
10.31m Non-initialized variable:| smmm—
' Partially accessed array | =
Vulnerable pseudo-random number generator | s
0 Useless if | mmmmm—m
Array access out of bounds | smms
v Unreliable cast of function pointer | s
0 50 100 150 200 250
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