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Software safety Is important across industries

= Software errors are common
— Automotive: 19% of all recalls
— Medical devices: 26% of all recalls

- Recalls are extremely expensive
— MCAS failure: $18B+
— Broken hip replacement: $3B+
— Faulty pedals: $3B+
— Airbag issues: $25B+

Source: MedTech Dive, Ars Technica, Automotive News, Allianz, Sibros, Medical Design, New York Times, Bloomberg 2



https://www.medtechdive.com/news/fda-2020-recall-roundup-a-rough-year-for-infusion-pumps/592602/
https://arstechnica.com/information-technology/2015/06/airbus-confirms-software-configuration-error-caused-plane-crash/#:~:text=An%20executive%20of%20Airbus%20Group,by%20a%20faulty%20software%20configuration.&text=If%20it%20holds%20up%2C%20the,engines%20ever%20manufactured%20in%20Europe.
https://europe.autonews.com/automakers/vw-recalls-56000-golf-models-software-problem
https://www.agcs.allianz.com/news-and-insights/reports/product-recall.html
https://www.sibros.tech/post/the-current-state-of-automotive-software-related-recalls
https://www.medicaldesignandoutsourcing.com/software-leading-cause-medical-device-recalls/
https://www.nytimes.com/2020/01/29/business/boeing-737-max-costs.html
https://www.bloomberg.com/news/articles/2019-07-27/latest-737-max-fault-that-alarmed-test-pilots-rooted-in-software
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Why functional safety?

Safety critical systems

Best practices and guidelines

Functional safety standard

Certification




MATLAB BEXIPPO

Poll: Safety standards across different industries

IEC 61508 — All industries

@ IEC 61511 — Process Control
e And many others
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Key Takeaways

Use Reference Workflow with Model-Based Design to Meet Certification
Standards

— Create traceability across requirements, architecture, design, test and code
— Detect errors earlier by continuous testing
— Reduce coding errors with automatic code generation

— Automate generation of documents and reports for reviews and audits
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Reference Workflow for Certification
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Reference Workflow for Certification — System Requirements and
Architecture

System System
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System
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Development

System Level >
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Reference Workflow for Certification — Software Requirements and

Architecture
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Reference Workflow for Certification — Detailed Design
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Reference Workflow for Certification — Model Verification
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Reference Workflow for Certification — Code Generation
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Reference Workflow for Certification — Static Code Verification
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Code Verification

Gain confidence in the generated code
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Reference Workflow for Certification — Dynamic Code Verification

Model Verification Code Verification

Discover design errors at design time Gain confidence in the generated code

Testing at the model level ) )
Equivalence testing

_______________________ -
T T T - - ~<. ’ \
- - AN e N
e SETTISO N Re . . . S \
K // s , Review and static analysis N MISRA Compliance
, , RN S . at the model level ,-~ \\\ = \
’ / : / - ~ P \ - ~
1 ! oY R \‘\ A s s
1 1 [ \ 4 \
* * \' * * ‘l \* " ! ! ) -
= \
. Generated
System . System Software . Software Implementation | C/C++

Architecture Model

Requirements Architecture | Requirements

Code

Code Compilation
Generation and Linking

Software
Architecture
Development

System
Architecture
Development

Modeling

System Level >




Reference Workflow for Certification — Atomic Components
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Reference Workflow for Certification — Static Code Verification
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Reference Workflow for Certification — Integration and Verification
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ROI Results

Continental
Verification time cut by up to 50 percent

Leonardo
| Recertification cycle times reduced by more than 90%

I Tessella
. Models reused on follow-on projects, cutting design effort by up to 80%

More User Stories: www.mathworks.com/company/user stories.html

18


https://www.mathworks.com/company/user_stories.html
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Poll: What is your biggest challenge in verifying or testing your
design? (choose the most important one)

= Tracing requirements to design and test

- Finding requirements errors late in development
= Meeting test coverage goals

= Reusing tests across design phases

- Performing system level validation

= Creating documentation and work products

« Performing manual reviews

« Other ( Enter in Chat )

19
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Requirement span multiple levels across workflow

 Are all requirements implemented?
 |s each requirement tested?
« What artifacts are impacted by a change?

System System Software Software Implementation .| Generated - Object
Requirements Architecture Requirements Architecture T Model "| CI/C++ Code t " Code
System Software : Code Compilation
Architecture Architecture Modeling Generation and Linking

Development

Development

System Level >
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Work with Requirements, Architecture and Design Together

Simulink Requirements

External
Requirements

d
._

Import / Export

|j 1 References to crs_req.docx
|j 1.1 Overview
|j 1.2 System overview

v |j 1.3 Functional Requirements

Requirements
Managements
Tools

|j 1.3.1 Enabling cruise control
|_1,' 1.3.2 Disabling cruise control
|_1,' 1.3.3 Activating cruise control

Author

Summary: |Cance| Switch Detection

Description ~ Rationale
v[isve z v @l =e=== v »

If the Cancel switch is pressed, the value of
regDrv should be set to reqMode. Cancel.

Dashboard image

Simulink, Stateflow, System
Composer, MATLAB Code

O

o/t

\\x
v

Simulink Test

Analyze

Implemented: 15, Justified: 0, Total: 18 i

Detect Changes

Issue: Destination Changed. .

22



Review and Analyze Traceabillity with Traceability Matrix
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MATLAB EXF
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Review and Analyze Traceabillity with Traceability Matrix
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MATLAB B
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Review and Analyze Traceabillity with Traceability Matrix
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Missing Links
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Review and Analyze Traceabillity with Traceability Matrix

Create Link

Source:
Destination:

Type:

4\ Traceability Matrix - O *
NN Sre i
oo HH & & Femone c e
R Links
Add Configure  Highlight emove tn Update =cone . Export
Matrix Missing Links _lear Change = -
ARTIFACTS LINKS VIEW SHARE ry
Filter Panel Simulink Requirements vs Simulink Test
B Top ™ db_DriverswRequest_Tests [ Clear Filter] [Test Caze = | Test File = | Test Suite =
v T}‘pe E | DOORS_crs_req_func_spec/ 0000050 References to DOORS_crs_req_func_spec/ CC-REQ-1 Driver
Switch Request Handling
Test Assessment
est Case =
- = = = 5 =
= ] =] = = =]
X g5 =i 81 F1 2
= o g g =] o
& = = c s 5 = = 5
= = 2 2 :g =1 s = =
z (m] = b= c o = = = =
i x = o o S = = E o o
E1Set button (db_DriverSwRequest Tests midatx) Fi2ieigiEEIRBIE BIS
- - = == =] = = = =
'CC-REQ-8 Set Switch D ion (DOORS fi | }?‘E’ EEE&EE%%EE
B4 - -0 aet owitch Detection crs_req func spec.slreqgx =i E - e
=Pt el P ERDBE PR
. =
Verifies - Mim
M
Q-1 Driver Switch Reguest Handling
Create Cancel REC-2 Switch precedence +
E CC-REQ-3 Avoid repaating commands <!
Missing Links
= CC-REC-4 Long Switch recogniticn O O
¥ Change Track "
= CC-REQ-7 Cancel Switch Detection +
With Change Issues =
=l CC-REQ-3 Set Switch Detection
= Cell )
"l | N
enf Left C-REQ-8 Set Switch Detection «
#H Top | F button < 0
i# Link | None ( Create) <4 0

MATLAB B

Create links to
address gaps
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Review and Analyze Traceabillity with Traceability Matrix

4\ Traceability Matrix
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Create links to
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System and Software Architecture

System System
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Software
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MATLAB BEXIPPO
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Why Is architecture important?

v/

AUTHOR AND VALIDATE
REQUIREMENTS EARLIER

SHARE REQUIREMENTS
WITHOUT AMBIGUITY

A

APPORTION THE SAFETY
OBJECTIVES

DETERMINE ALLOCATION
TO SOFTWARE OR
HARDWARE

oﬁ

COORDINATE SOFTWARE
AND HARDWARE
INTERFACES

"4

LINK TO BEHAVIORAL
MODELS

MATLAB |
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Describe systems using multiple architecture models to organize
and check the completeness of the requirements

™  Functional
mmm Architecture

Report Tire Pressure Levels

Analyze &

c / Simulate

T Logical
« mmm Architecture

\ Update &

Refine

Physical

w=y | mmm Architecture

Stakeholder
Needs

!

Functional
Requirements

!

System
Requirements

!

Hardware
Requirements
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Allocate elements from one model to another to create a traceable &

analyzable link

Report Tire Pressure Levels °

Measure Tire Pre:
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E Allecation Editor

ALLOCATIONS

© ]
- 1d
L

of &4

= oo 0]

= O[] e
. =[O P Ecucore

1 Ecu

L ECUCore

&

ey

Allocation
Editor

5
Fro nrl..fll!ho.ls.nlorl

-2
FrontRightWhed Is.v

v

Py, s

,.
e

83

3
2
3
2
@

<----

3.

Loft Roar
< TPME »

Right Front
<TPMS »

Physical

Architecture

| ..€;___-

New Open Save Add Scenario  Delete Scenario ZEe = ] Clear All Filters
Allocation Set  Allocation Set  Allocation Set D |ﬁ Functizn | ﬁ Function -
FILE SCENARIO REFRESH ROW FILTER COLUMMN FILTER FILTERS a
Allocation Set Browser < Scenario 1 ©@ | Allocation Properties Q
4 [#! Functional2Logical & 8 @ | E |2 |- = |5 |2 Name Value -
) E 2 = w |2 |8 [€ |8 |@ |5
| Scenario 1 S € |2 B2 o |5 o |5 |2 |o Allocated -
— ) . = /g £ 8 2 g o |t o 2|
4 35 FunctionalAllocation L) 5 % g Z 5 E 5 g 2 4 Source Component
- a [ ] ° = e
# Scenario 1 = g Em g g | g Ea:n g g | + Main
4 [#] SoftwareDeployment z |E |z U000z 000 Calculate Tire P
o alculate Tire Pressure
| Scenario 1 Ip_] OOy vy 0 Oy v e Name
r 3 3 .
& Scenario 2 N “ Function
ASIL_B
= [ TPMS_FunctionalArchitecture 4 ASIL -
- Complexity
~ [™] Report Low Tire Pressure 4
4 Target Compaonent
~ [™] Measure Tire Pressure 4 gy
“ Main
~ [ Calculate Tire Pressure Name Controller
~ [ Measure temprature of tire 4 L 4 SWComponent
~ [ Measure rotations &+ 4 BinarySize 10 MB
~ [™] Measure pressure on tire A 4 Supplier "Supplier B’
- D Report Tire Pressure Levels 4
~ [™ Calculate if pressure is low g
- - -
14 rl

31



MATLAB BEXIPPO

Reference Workflow for Certification — Detailed Design

System - System . Software Software Implementation .| Generated - Object

Requirements I Architecture | Requirements Architecture Model "| CIC++ Code t "|  Code

System Code Compilation
Generation and Linking

Software

Architecture Modeling
Development

Architecture
Development
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Reference Workflow for Certification — Detailed Design

ﬁ HLF_SystemArchitecture/.../Highway Lane Following W Architecture/HighLaneFollowingCentroller * - Simulink - X
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double ;
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double;
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~ & DD_HLF_DataTypes.sldd* - E ... SW_HLF#5.3 D Leading Car Detection The HLF shall identify the leading vehicle among other traffic D HighLaneFollowingController
+ [ BusLaneCenter vE5 SW_HLF#6 D HLF Path Planning The HLF component shall predict future waypoints based on E o I ted b
v [l BusMultiobjectTracker E ... SW_HLF#6.1 D Preview Curvature The CurvaturePrediction shall predict future lane curvature al = Implemented by:
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- Tl DuirtinkiraDnen . M = NV L EHT 4 ~ [l Dnbla Fallmiisimm Pambeallae Y| » Comments
€ >
Ready 141% WariableStepAuto

MATLAB EXl
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Reference Workflow for Certification — Detailed Design

@ HLF _Systemilechitect

igimay Lar Folkoming S Architecture/Fig

j[e [T——— oty Ipeca " x
ile ihuay Lane Following ol » (o cc1 ¥ [ Mrocararaler » [igvoy Lane Felling 5w Arciecure piapanctcllouiegoreles, 5w pee ¥ [l ightanetlowingontmles s arctllaingamralin b | Requirement: SW_HLF#6
i ;
s Details
Al -p
il= Type: Container v
HE] Index: 5
“l= Custom ID: |SW_HLF#6
Summary: [HLF Path Planning
— Eetvelocty  LF_Coniroller Description  Rationale
Safvolocty Nrerel R ILER ol
doutie -
[&D #{LongVelocity The HLF component shall predict
longveioai SteeringCma ,
e Proviewgunaiio 8 o e future waypoints based on current
AN urvature
]
e
Devias
LF_DataCanitoning iy
CO——{wes Foraenter g = »{Raaivovawangie
Lenes scuivie ‘PathPlanning rese———
icRetatveDistancef #{mosistanca
e ——
ot FconfmedTracks ot
ontmeR ks .
aneF alowmgGonralier
DataCandtioning
-
L Keywards:
«
» Revision
o [ —— v x
- 7 + Custom Attributes
= -~ A -8 vew: Requirements - (]S4 (s IR 2
~ Links
B .. SW_HLF#52 D B LaneCenter Conditioning for Coor... The HLF component shall convert the centerline parametrizat = & Allocated to:
® . SW_HLFE53 D B Leading Car Detection The HLF shall identify the leading vehicle amang other traffic [} HighLaneFoliowingController
v ES  SW_HLFES 0D = HLF Path Planning The HLF component shall predict future waypoints based cn 5 ¢ Inplesmented by:
i_HLF. (8] =] Curvature The CurvaturePrediction shall predict future lane curvature al + Implemenl v
E I_HLF#5. b B Curvature Horizen The curvature preview shall produce predictions for up to 3 1 PathPlanning -
e v E6 (_HLF27 o =] HLF Controllers The HLF Controfler shall determine the steering and accelera’ "
Ve TR P o L Comments
rency e \aablsisprutn

MATLAB E.

'SW_HLF#6.2: Preview Curvature
The curvature preview shall

=Curvature>

UpperLimit = LaneCurveParams_Max(2)
LowerLimit = LaneCurveParams_Min(2)

produce predictions for up to 3
seconds.

IMPLEMENTS

double
<CurvatureDeriviive>

LaneGenter_SAE

7
<HeadingAngle>
<LateralOffset>

/]

UpperLimit = LaneCurveParams_Max(1)

LowerLimit = LaneCurveParams_Min(1 Lungimdina\\/e\uciw

double

PredictionTimeSteps

double
PreviewedCurvature

UpperLimit = LaneCurveParams_Max(3)
LowerLimit = LaneCurveParams_Min(3)

»(3
double
RelativeYawAngle

arams_Max(4)
Minfd)

UpperLimit = LaneCurveP.
Lowerl imit = | anaC P:

(2
ot 2
LateralDeviation

SetVelocity

&

Long\elocity

Curvature

LateralDeviation

RelativeYawAngle

Setvelocity

MPCController

LongitudinalVelocity

Curvature

LateralDeviation

RelativeYawAngle

Ce q

SteeringAngle

Acceleration

»()

mpe_acceleration

mioDistance
7 ) | RelativeVelocity
miaVelocity i
MPCController
. . WDGBrakingController
| mioVelocity - Ly BrakeStatus
| micDistance
» egnv\{‘elncity dece!
WDGBrakingController

SteeringCmd
& ControllerModeSelector A
# Acceleration
WatchdogBrake AccelerationCmd
AccelerationCmd
¥ Deceleration
i 4

ControlModeSelector




MATLAB BEXIPPO

Reference Workflow for Certification — Detailed Design

System - System . Software Software Implementation Generated - Object

Requirements I | Architecture | Requirements Architecture Model C/C++ Code t |  Code

Code Compilation
Generation and Linking

Software _
Architecture Modeling
Development

System

Architecture
Development
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MATLAB BEXIPPO

Reference Workflow for Certification — Model Verification

Model Verification

Discover design errors at design time

Module and integration
testing at the model level

= m————_
_————— - -

- - - -~
- ~< .- ~ <

7 ~ e ~
// 4444 \\ /, \\
7 R RN 7 Review and static analysis R

’ e RN / o at the model level ,-~~ "~~~ %

/ / \ / e S ’ AR
II I, [ e AN / vV
\ v 7 \ I I \
v v YVV ¥ ' !

System
Requirements

- System Software Software
Architecture | Requirements Architecture

Implementation Generated - Object

Model C/C++ Code t i Code

Code Compilation
Generation and Linking

Software _
Architecture Modeling
Development

System
Architecture
Development

System Level >




MATLAB EXIPC

Verify Model Complies with Guidelines and Standards

Model Advisor Analysis
Static analysis checks for: P

File Edit Run Settings Highlighting Help

T

Check for blocks not recommended for C/C++ production code deployment

> W] Model Referencing A )
g . > [W]IZ§ Modeling Physical Systems Analysis
o R e ad ab I I It an d S e m an tl C S > [m] (g Modeling Signals and Parameters using Buses Identify blocks not supported by code generation or not recommended for C/C++ production code
y > [J2 Modeling Single-Precision Systems deployment.
> D\[j Modeling Standards for DO-178C/D0O-331 :
> [W]IC3 Modeling Standards for EN 50128 Run This Check
v [m] L@ Modeling Standards for IEC 61508 ) )
L) ~Display configuration management data Result: iy Waing
@ Display model metrics and complexity report Tdentify blocks not supported by code generation or not recommended for C/C++ A
@ Check for unconnected objects production code deployment.
- - v (W] G High-Integrity Systems
« Performance and Efficiency
@ check usage of lookup table blocks The following blocks are not supported or not recommended for C/C++ production code
Check for inconsistent vector indexing methods deployment:
A\ Check for blocks not recommended for C/C++ production code deployment
@ Check for variant blocks .Wlth lGP?nerate preFrocessur conditionals' active i Block Code Recommendation for C/C++
1@ Check for root Inports with missing properties T i ducti de depl o
]2 ACheck usage of Math Operations blocks ype pEEEL )] T BT el A
I [J[-) ~Check usage of Signal Routing blocks - support
PY (] Acheck usage of Logic and Bit Operations blocks .../Intake Manifold/p0  Integrator YesL.2 No
e u S a I I y [JE2) ~Check usage of Ports and Subsystems blacks =0.589 bar
[J ) ACheck for root Inports with missing range definitions sldemo_fuelsys/Throttle Repeating Yes3 No
n %\_I ~Check for root Outports with missing range definitions Command table
> [m]IC4 Stateflow
> [ILd MATLAB
ml i
i g Eg::‘:guratlun Recommended Action
> M Requirgments Although Embedded Coder supports these blocks, they are not recommended for C/C++
It production code deployment. Review the support notes for these blocks and follow the
[ ] ' ' I L@l Code
n O re " EEw > [1CA Bug Reports v given advice. v
FEQ@ k Help Apply
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Built in checks for industry standards and guidelines

v Model Advisor

v I2) By Task

WoW W Y Y Y Y Y Y Y Y

I.2) Modeling Standards for MISRA C:2012

= Modeling Standards for Secure Coding (CERT C, CWE, ISO/IEC TS 17961)

= Modeling Standards for DO-178C/D0O-331
5 Modeling Standards for DO-254

5 Modeling Standards for IEC 61508

5 Modeling Standards for IEC 62304

o Modeling Standards for ISO 26262

5 Modeling Standards for ISO 25119

= Modeling Standards for EN 50128/EN 50657
5 Modeling Standards for MAB

5 Modeling Standards for JIMAAB

MATLAB BEXIPPO

v Li_| @ t‘ly Custom Checks
v L& My Company's Modeling Standards
M A\ Check state machine type of Stateflow charts

A 4 b

v

v

@ Check safety-related solver settings for simulation time

@ 5] ~Check usage of Stateflow constructs
) My Company's Metrics
[C3) My Company's Guideline Checks
[m] (3 Modeling Standards for IEC 61508

38



Detect Design Errors Using Formal Methods

ﬂ Simulink Design Verifier Resy

ey

P
o\ Simulink Design Verifier Results

Back to summary - Close

| antipatternla/Sum
Overflow VALID

Derived Ra

nges: Derived Ranges:
7] Outport 1/[-128..127]

QOutport

[-128..

Ry

Back to summary - Close results
antipatternla/Abs

Overflow ERROR - View test case

N

In1

-

In2

int8 int8
T
— | boolean
Abs L_. =D
ouble

Relational QOut1

threshold Operator

Constant

= Find design errors
 Integer overflow

* Dead Logic

* Division by zero
 Array out-of-bounds
* Range violations

reproduce error

MATLAB EX

- Generate counter example to
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Model-Based Design Reference Workflow

e ————
’’’’
-

Model Verification

Discover design errors at design time

Testing at the model level

System R System
Requirements Architecture

| Requirements

_—_~

Software Software

Architecture

System
Architecture
Development

System Level

Software
Architecture
Development

Modeling

- - S~ ~
- N
s N
N /7 Review and static analysis \
N at the model level ,-~7 77~
v L, S~ / \\\
v ’ \ \
\ /7 \ 1
A2 4 v \ |

Implementation
Model

Generated .|  Object

C/C++ Code

Code
Generation

Code

Compilation
and Linking

MATLAB BEXIPPO
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MATLAB
Systematic Functional Testing with Simulink Test

Test Case > Model Sim through SIL, PIL and HIL
Scale with Parallel Computing Toolbox and Continuous Integration

Inputs A= = — Assessments

- | - ‘lé
T E
J :

Data file (input) C e

speed speed

v vehicle := E ‘ . ) :
weed : > Data file baseline)
- E gear
E.n Signal 1 throttle . .

cenarno
) Signal spec. . shift_logic
and routing -

Signal spec.
and routing

Signal Editor

2 v Test Assessment

5
N W@

: - Temporal Assessment
MATLAB Code ¥ Toveren 7| sih:g "

User Inputs

Passing Maneuver
@) ' "
t D Throttle

« function customCriteria

v Perform custom criterj
1 test.uerifyThat{tdil

e MATLAB Code
Stateﬂ ow input maneuver e
H oot % |
N and more! [ Main Model . and more!
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Manage Testing and Test Results

& Text Manager — o0 x
=5
. " :
qu‘c @ 9 P m = = bmpr @B ) @
New Open swe | B P Duste Teasp  Bun Runwith Parallel — Testing  Prefersnces | Help
= R 2 e e : e d
-] ACCISO_Curveest % | Stntpage i«
LoneFulcwngrestScanaros ACC_ISO_CurveTest v e
Sy . T )
) ACE_180_TageiDiciminasonte
(5 ACE150_putoRelaget
1 Case o Extema e
2. ACC_|30_CurveTest
& AcC_stepnGo " CRIPTION
(5 LFAGE_DoutieCurv_DeceiTaget \ REGUIREENTS
(5 LFACC_Dousletuve_AoRtaret + SYSTEM UNDER TEST
(5 LFAGE_DousieCurve_Siopio St
(5 LPACE_Cumve_Culindut .
(& LFACC_Curve_CulinOui_TooClose RCARLBACKS
»PuTs
+ SIMULATION OUTRUTS
~ BASELINE CRITERIA
[
o AME €ETS A TOL EL TOL oL LABGING TO +
(B basions ;
2] coim ' ™ o .
7 e yoloty " o00m » )
7 sg0_secaator 0 oo » .
' oo o o
028 I » o
4 s ssvaton ) 200m . -
FA0L. W Cxluie. 4 EGL C Revesn [ visusize [ Delete
5 AGE.IS0_ CuneTest LOGICAL AND TEMPORAL ASSESSHENTS
¥ ASSESSMENT CALLBACK
- w — s !

o——
ateral_deviation > 0.2

of at st § seconds.

wih a e

Iateral_deviation < 0.2 must b4 true

Locatan
Enabied v ChecklsteraiDevial .~ A1 any port of tme
Hsrarchy LaneFollosing TestScenane. .

Tags

Test Browser

Lt

Atreing
w e

e

e stmoss

=]

(4 Test Manager

DATA INSPECTOR

=

Fighlight

2 Y ¢ » &
Vit Uptele  Prvows et Debug
e e e
{4 Laneromowngestscenancs | | StanPage x (5] ACCISO_CuveTest x [ Visusize x| [ Companson
i v lags. e "Bk 4 [:] Q
S — el | e dsanco(oceino) 8 kstve_detanc (Sm uipd) ® Tolwrnce
= [ Scenarios. e 10 =
+ [£] ACC_ISO_TargstDiscriminationTest ® ~—
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+ [5] ACC_StopnGo ° -
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+ [ LFAC DuwiioCarve AutoRtargst. @ «
+ [ LFAC_DouisCarve_StopaGo o
+ [ LFACC_Curve_CutnOut o 2| o aa
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z
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Coverage Analysis to Measure Testing

Simulink

[

AND

I

Stateflow

1
[hasChangedTo(AccelResSw,true)...

]
fmaay
»

[upper] ~ T [-Brake &8 ..
» Speed<=maxtspeed && ...
Speed>=mintspeed]
> |
I
flower] >— >} F

previous_output

P =

Code

)
(A
2

&&tspeed!=uint8(0)]

2

Code

Links to model

Coverage annotation

rwdemao_sil {topmodel.c v Q Search
/* output and [update for enable system:
static void cqunterTypee(void)

"<Root

/* outputs for Enabled SubSystem: '<Root>/CounterTypes'

element \

105

if (enéﬁies} {

»/CounterTypes' *

incorporates

Tooltip with code

'<Roots/reset’
'<Root>/ticks_to_count’
<Root>/count_b*

'¢S52>/Add’
if (rtu.reset) {

rtY.count_b = 0U;

coverage results

[hasChangedTo(CoastSetSwtrue) ...

&& tspeed > mintspeed]

Summary

Model Hierarchy/Complexity

1. sldemo_fuelsys

2....Engine Gas Dynamics

R Mixing & Combustion
4. EGO Sensor

.7 TR SystemLag
JE Throttle & Manifold
Tocasaavas Intake Manifold
L MATILAB
Function

. Throttle

Coverage Reports

MATLAB EXP

|dentify testing gaps
Missing requirements
Unintended functionality

Design errors

Testl
Relational Saturation on
Decision Condition MCDC Execution Boundary integer
overflow

80 34% wm 34% wem 7% = 00°% w———— 10% w 50%  m—
13 71% wesmm== NA NA 100% we— 50% m— 50%  m—
3 67% wmmmmes NA NA 100% we—— NA 50%  m—
2 100% we——— NA NA NA NA NA

NA NA NA 100°% we—— N3 NA
10 73% wessmmes NA NA 100% o—— 50% m— 50%  m—
2 100% wee——— NA NA 100°% we——— N 50%  m—
2 100% wessmm—m NA NA NA NA NA
6 83% e NA NA 100% e 100° ——— 500 m—
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Challenge: Managing the many activities and artifacts needed to
meet certification standards

Requirements

HLR Specs
Spec Mdls
Review
Checklist
SLR/HLR Trace

i

Design

Stds Compliance
Design Error
Detection

Test Cases

Test Results

Code

Stds Compliance
Code Inspection
Code Proving
Code Metrics
Test Results

L.

DAN

Aoul

1</

-I 6 1 $ 1 & I-
Target

Performance Metrics
RAM/ROM Metrics
HW/SW Integration
Test Cases

Test Results

MATLAB |
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MATLAB E

Model Testing Dashboard: Manage progress, completeness and quality of

requirements-based testing

Central view that
summarizes testing
data and status

ldentify gaps and
respond faster to
requirements changes

View results from a
continuous integration
system

2020t

4\ Model Testing Dashboard

COMPONENTS

Name
~ [= Battery_System
» [ BMS_ClosedLoop
» [ BMS_Software
» [ BMS_Template
» [ Balancing_Logic
» [ Battery_Model
» [ currPowerLimCalc
~ [ soc_Estimation
» [=] Implemented Requi
[3] other Requirements
» [5] Design
~ [] Test Cases
» [ SOCTest! midatx
» [] Test Results
» [ state_Machine
» [ ssc_lithium_cell_1RC
» [ ssc_lithium_cell_1RC_

» [ No Unit
Details
Name SOCTest!.midatx
Path Tests/SOCISOCTest1.midatx
14

iﬁlter D )

S0C_Estimation/Metrics

SOC_Estimation

Last updated: 3/26/2020, 4:54:55 PM  Updated by: savula

TEST CASE ANALYSIS

Requirements linked To Tests

Requirements with Tests

Tests per Requirement

[ |
0 1 2
TEST RESULT ANALYSIS

Test Status

‘ 1%

Passed

unlinked

Failed

Disabled

Tests linked to Requirements

‘ 54.8%

Tests with Requirements

Requirements per Test

1] 1 2
100%
0 80
Untested
60%
40%
20%

Test Case Breakdown

Tests by Type
Type

Simulation 18
. Equivalence i}
unlinked _
Baseling 13
Tests with Tag
Tag
0 14
o Boundary
RequirementsBased 1
=3 Robust 1

Coverage Analysis by Source B Achieved Justified
Execufion Condifion Decision MC/DC
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Code Generation

System
Requirements

N System
Architecture

Software
Requirements

Software
Architecture

System
Architecture
Development

System Level

Software
Architecture
Development

Modeling

Implementation |

Model

Code
Generation

Generated

C/C++
Code

MATLAB BEXIPPO

Object

Code
Compilation
and Linking
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MATLAB BEXIPPO

Automatically generate production-quality code that behaves the
same way as the model you created in Simulink

3
G wdg_deceleralion

Deceleration

@ braking_swilch

WatchdogBrake

[ BrStatus NoBrake

1
D mpc_acceleration

Acceleration

» T
| max_ac
max_dc

b_l] F

—b®aaceleration&nd

AccelerationCmd

w

o8

W

()
oo

/* Switch: '<Root)>,

* Block requirements for '<Root>/Switch':
S

1. SW_HLF#7.3 Controller Mode Sel

if ((*rtu_watchdogBrake) > NoBrake) {

/* UnaryMinus:

rtb_UnaryMinus
} else {

rtb_UnaryMinus

}

* End of Switch:

'<Root>/Constant’
-y
al

'<Root>/UnaryMinus"' *

Switch' incorporates:

or: '<Root>/GreaterThan'

-(*rtu_Deceleration);

*rtu_Acceleration;

'*<Root>/Switch' *

47



Requirement Traceabillity included in Generated Code

B~

Deceleration

@ braking_switch

WatchdogBrake

| BrStatus.NoBrake

@ mpe_acceleration

Acceleration

SW_HLF#7.3: Controller Mode Sel. .

max_ac
max_dc

AccelerationCmd

* Switch: '<Root>/Switch' incorporates:

Constant: '<Root>/Constant’

Relationaloperator: '<Root>/GreaterThan'

Block requirements for '<Root>/Sw

<
1. SW_HLF#7.3 Controller Mode Selection

RSN
I
=0
N
~

e
x
-
"t
[~
3
=
o
-y
[+ %
O
L]
w
|
o
=
n
v
®
o
o
X |
o
'
n
SN
-~

Requirements - ControllerModeSelector b4
View: Requirements ~| |Search
Index ID Surgmary ASIL Safety-related
> B 6.1 SW_HLF#7.1 Path following§Controller D
> B 6.2 SW_HLF#7.2 Watchdog Cogftroller D
B 6.3 SW_HLF#7.3 Controller Mode Selection D
W

El 4= Implemglted by:

* UnaryMmi '<Root>/UnaryMinus' */
36 rtb_unaryMinus = -(*rtu_Deceleration);
= } else {
38 rtb_Unaryhinus = *rtu_Acceleration;
¥
End offfswitch: '<Root>/Switch’
* Links

T Switch =1 & %
- Coded at:
ControllerModeSelector.c:30,38,50,51,53,56

=B 1c1@

MATLAB BEXIPPO
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MATLAB BEXIPPO

Reference Workflow for Certification — Code Verification

Code Verification

Gain confidence in the generated code

Equivalence testing

———————
- -~
- ~~

Generated
C/C++
Code

System

R System | Software N Software
Requirements " i

Architecture | Requirements Architecture

Implementation |
Model

I

Code Compilation
Generation and Linking

Software
Architecture
Development

System
Architecture
Development

Modeling

System Level




Reference Workflow for Certification — Code Verification
Static Code Verification for MISRA Compliance

@ Web Browser - ControllerModeSelector Code Generation Report

| ControllerModeSelector Code Generation Report

+

- o x
Hoedl-~

@ o |5 | #h | Location: [filey/Ci/Users/mabualqu/MATLAB/ Projects/examples/is026262CaseStudy/150_06_D8_Software_Unit_Design_and_implementation/WPs/I50, - |

Contents

Summary

Subsystem Report
Traceability Report

Static Code Metrics Report
Code Replacements Report

Coder Assumptions

Generated Code

[-1Model files
ControllerModeSelector.c
ContrellerModeSelector.h

ControllerModeSelector_priva;

ControllerModeSelector_types
[-1Shared files

BrStatus.h

rtwiypes.h

[ IS,

G

T N R I O R R O
ROR S W m NG h R

F Y
[ SRR S S i}

Bk

#
#

7

void ControllerModeSelector(const real_T *rtu_Acceleration, const BrStatus

{

*
* Prerelease License - for engineering feedback and testing purposes
* only. Not for sale.

®

* File: ControllertodeSelector.c

®

* Code generated for Simulink model 'ControllertodeSelector’.

®

* Model version r2.a

* simulink Coder version : 9.4 (R2821a) 14-0ct-2082@

* C/C++ source code generated on : Wed Oct 28 ©4:51:06 2820

®

+ Target selection: ert.tle

* Embedded hardware selection: Intel->x86-64 (hWindows64)

* Code generation objectives: Unspecified

* Validation result: Not run

*

include "ControllerModeSelector.h”

include "ControllerModeSelector_private.h”

* Qutput and update for referenced model: 'ControllerModeSelector’

*rtu_WatchdogBrake, const real T *rtu_Deceleration, real T
*rty AccelerationCmd)

real_T rtb_UnaryMinus;
real T y;

/* Switch: '<Root»/Switch' dncorporates:
* Constant: ‘<Reotr/Constant’
* RelationalOperator: '<Root>/GreaterThan’
*
if ((*rtu_WatchdogBrake) » MoBrake) {
/% UnaryMinus: "<Roots>/UnaryMinus’ #/

rth_UnaryMinus = -(*rtu_Deceleration);
} else {
rtb_UnaryMinus = *rtu_Acceleration;

}
/% End of Switch: '<Root:/Switch' */

/* Saturate: '<Root:/Saturation’ */
if (rtb_UnaryMinus > 2.8) {
y = 2.8;
} else if (rtb_UnaryMinus < (-10.8)) {
y = (-1e.e);
} else {
y = rtb_UnaryMinus;

Chapter 1. MISRA C:2012 Guidelines

MISRA C:2012 Guidelines Summary - Violations by File

y -V

T
rwtypes.h %
1

o

MISRA C:2012 Guidelines Summary - Violations by Rule

MISRA €:2012 Guidelines Summary - Violations by Rule

Number of coding rule violations

T
71.1%
1

o

File

Number of coding rule violatiens

MISRA C:2012 Guidelines Summary for all Files

MATLAB BEXIPPO

Tota

pes.h

CAlUsers\imabualquiMAMSO_06_08_Software_Unit_Design_and_ImplementationVWPs\USC_6_8_5_2_Software_Unit_Implementation\slprjlerf_sharedutils\BrStatus.h 0
CAUsers\imabualquiMAUSO_06_08_Software_Unit_Design_and_Implementation\WPs\US0_6_8_5_2_Software_Unit_Implementation\slprj\eri\_sharedutils\rtwiypes.h 2
Total 2

MISRA C:2012 Guidelines Summary for Enabled Guidelines

e s e P
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MATLAB BEXIPPO

Model-Based Design Reference Workflow

Code Verification

Gain confidence in the generated code

Equivalence testing
- T T oy
” ~

/ MISRA Compliance \

e
- ~

Generated
C/C++
Code

System

R System | Software N Software
Requirements " i

Architecture | Requirements Architecture

Implementation |
Model

Code Compilation
Generation and Linking

Software
Architecture
Development

System
Architecture
Development

Modeling

System Level




Back-to-Back Testing

1

Embedded

m Tests

Coder
Model —#

Desktop Simulation

(on PC)

4

|

AN

I

Results

Generated | COMPiler  gpiact
Code File
Object Code
Execution (SIL/PIL) .
Compare I

-

M Results

MATLAB E:
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Automate Test Creation using Test Manager Wizard

AUTO CREATE

Test File from Model
Create a test file from model

Test for Model Component
Create a new baseline or back-to-back test fer model component

Test from Spreadsheet
Create a new test with data specified in a spreadsheet

Test for C/C++ code
Import and test external CfC++ code

MATLAB EX

Create Test for Model Component

How do you want to test the component?

() Use component under test output as baseline
Simulate the top model and record the outputs of the component fo be usgli'as baseline

(@) Perform back-to-back testing
Set up a test to compare the component under test outpudiT aifferent simuiation modes

Select simulation modes:

Simulation1: | Normal

Simulation2: | gpfware-

Normal
() Define the verif] Accelerator S
No verification | Rapid Accelerator e test

Software-in-the-Loop (SIL)
Processor-in-the-Loop (PIL)

Abouiamrent step

Select how to verify the test outputs.

You can perform baseline testing, back to
back (equivalency) testing, or manually set
up the verification logic in the auto created
test hamess.

About selectaipnon

Auto creates the required test harnesses
for the component under test

Sets up a test case containing two
simulations to compare the harness
outputs in the selected simulation modes

Back to Back Test

sltest_sldemo_fuelsys_tests » New Test Suite 1 » Back to Back Test

Equivalence Test
» DESCRIPTION*
* SIMULATION 1

~SYSTEM UNDER TEST*
Model: | sldemo_fuelsys
« TEST HARNESS*

Harness: | sldemo_fuelsys_Harness1
» SIMULATION SETTINGS AND RELEASE OVERRIDES*

» INPUTS*

+ SIMULATION QUTPUTS™

+ SIMULATION 2 Copy settings from Simulation 1

~ SYSTEM UNDER TEST*
Model: | sldemo_fuelsys
~ TEST HARNESS™

Harness: | sldemo_fuelsys_SILHarmess1

~ SIMULATION SETTINGS AND RELEASE OVERRIDES*

L BR Ne
ME<K,

E%aAC
[-lc @

Simulation Mode: Software-in-the-Loop (SIL)

[Model Settings]
Normal

Select releases for simulation; | Accelerator
Rapid Accelerator

Start Time: | 0 Software-in-the-Loop (SIL)
Processer-in-the-Loop (PIL)

Stop Time: | 10

Initial State:
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Generate Reports for Reviews and Audits

@ Web Browser - Dependency Analyzer Report for iso26262casestudy-hlf.html

+1 | Dependency Analyzer Report for iso26262casestudy-hifhtml | + |

- o x
HoEO0) -

Dependency Analyzer Report

Report gene
Files §
Dependencie +_?. | ControllerModeSelector Code Generation Report | + |

@ Web Browser - ControllerModeSelector Code Generation Report

- o x
BmEQg -

Project  isq

- O ‘ Q |“ | Lecation: mplementation/slprj/ert/ControllerfModeSelector/html/ControllerModeSelector_codegen_rpt.html

Root C
| Ceontents -
Model  Fi Code Generation Report for
0 Summar ! 1
Files v ControllerModeSelector

Subsystem Report
File

Traceability Report Meodel Information
ControllerMd "Web Browser - SIL Coverage Repart by Model - b X
ControllerMd M,J SIL Coverage Report by Model | + | BoBed -~
Conwollernd  BEROTE w3 8| Locstion e/ TLAB/Prajec o /150_06_09_Software_Unit Verification/WPs/IS0_6_9_5_2_Software ~

csMultilnstan] Report

DD _Controll] Coder Assumy] Top Model: ControllerModeSelector

cMulilnsad CodeRenlacel QY| Coyerage Report by Model

DD_Estimatd

Complexiy  Decisicn

Statement Function

DD_FindlLea] Generated Co

DD_HLEld] [-] Model file
DD_HLF_({

TOTAL COVERAGE

100% e— 100% —— 100% ————

MATLAB EXF

Controlled ! - ControlletModeSelector 4 100% emm— 100% mm— 100% m—
DD ELF 4 Controlle
DD _HLE_W
DD LaneCed Controller @ Web Browser - Model Advisor Report for 'ControllerModeSelector’ — O H
DD _LF Co Controlled +'3 | Model Advisor Report for 'ControllerModeSelector' "| + | HOHIO | M
DD _LF Datd [+] Shared fild - B | @ |“ | Location: |erModeSelector/model_standard_checks/ControllerModeSelector_SMS_Conformance_Report.html
DD_MPCCof . . -
DD PFC C Filter checks Model Advisor Report - ControllerModeSelector.slx
- Simulink version: 10.3 Model version: 2.1
DD_Preview @ @ passed
———— -~ " System: Current run: 07-Jan-2021 19:13:08
‘ ¥ @ Failed ControllerModeSelector
¥ & waming Model Advisor configuration:

¥ [ not Run

Keywords

Navigation

Model Advisor

1150 26262-6:2018
IModeling Guidelines

1.1 Table 1 — Topics to be

covered by modelling

is026262Checks.json

Treat as Referenced
Model: on

Run Summary
Pass Fail Warning Not Run Total
@341 @0 Ao Cl1p 363

E Model Advisor

4\ MathWorks: ]

User Stories ~ Q

User Stories

Leonardo Accelerates Development and Comp|icnce of Radar Navigation

Software to DO-178C

Challenge

“DO Quadlification Kit eliminated much of the guesswork

involved in cerfification. It helped us understand how to use Develop radar navigation software for
use on search and rescue helicopters

MathWorks tools for Model-Based Design and employ
and certify it to DO-178

automation to meet DO-178 objectives, enabling us to present
artifacts to the certification authority much faster than Solution

previously possible.”

Use Model-Based Design to trace
requirements to design elements;
generate certifiable code; run
automated simulation-based, SIL. and
PIL tests; and generate reports and
documentation

— Dr. Calum Brown, Leonardo

Results

+ Recertification cycle times reduced
by more than 90%

-] 250.000 pages of interactively
linked documentation generated

250,000 pages of interactively linked documentation
generated. "Altogether, we generated the equivalent of around

250 000 pages of interactively linked test reports and other
documentation using Simulink Test and Simulink Report Generator,”
notes Brown. "As the certification authority has carte blanche to
review whatever they want, we felt it was easier to be able to
provide evidence for everything we had done. If the DER wanted to
see any particular result, it was available for them and fully linked to
our model, which really built their trust.”

L eonardo User Story

54


https://www.mathworks.com/company/user_stories/leonardo-accelerates-development-and-compliance-of-radar-navigation-software-to-do-178c.html

MATLA

Interactivity Poll: What capabilities presented today could help you
iImprove your development? (choose all that apply)

- Requirements Traceability

= Architecture Analysis for safety

= Standards and Guideline Checking

= Functional Testing at Model level

= Measuring test coverage

« Dashboards and process management
= Automatic code generation

- Back-to-Back or Equivalence Testing

= Report generation

« Other ( Enter in Chat )
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MATLA

Summary: Reference Workflow with Model-Based Design

= Create traceabllity across requirements, = Automatic code generation

architecture, design, test and code

= Detect design errors early by
continuous testing

System
Requirements

- -———
- -
-

~o

vVY +l

System
Architecture

Software

| Requirements

P -
- =~

= Generate documents and reports for
reviews and audits

———————
- -
- ~~

*\ \ h ’ \
‘* '\ 1 ‘| v |I ) 1
\\
REE 2
Software Implementation ~~-» Generated Object
Architecture Model C/C++ Code Code
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IEC Certification Kit and DO Qualification Kit

= Qualify code generation and verification products

= Includes documentation, test cases, and procedures to help certify

File Edit Help

+rade

@ Certification Artifacts Explorer

— O

IEC Certification Kit
User's Gulde v Iic Certification Kit

=) Simulink Check

) Simulink Test

certkitiec_n
\| certkitiec_r

1
P

[

certkitiec_r|
\| certkitiec_r

certkitiec_r
5] certiitiec_r
|| certkitiec_n

¥

A
£

[

r

)

S

MATLAB&SIMULINK

R2021a "} MathWorks

>

> |

> |

> |

> |

> |2 Simulink Coverage
> |

> |

> |

v

=) Polyspace Bug Finder
) Polyspace Code Prover
L) Simulink Design Verifier

I.2) Simulink PLC Coder

) Simulink Requirements
L2 Supporting Artifacts
ﬁ certkitMAConfig.mat
B nbd_en50128.docx

-
<
x
e
-
=
w
©
*
o
o
<
o
e
-
«
w
©
*
-
<
=
=
e
=
-
o
-
o
*
L]

. 150 26262, IEC 61508, IEC 62304, EN 50128, IEC 61511
|{2) Embedded Coder

CERTIFICATE

No. Z10 15 11 67052 017

Holder of Cartificate:

Factory(ies)

Certification Mark

Product:

Model(s)

Parameters:

The MathWorks, inc.

Software Tool for Satety Related Development

Embedded Coder™
Real-Time Workshop® Embedded Coder™

MATLAB EXF

@Ce-t"ca (

-~ = )
DO Qualification Kit +dd@€ @

User's Guide | v DO Qualification Kit

| DO-178C, DO-278A, DO-330, DO-254

|2) Polyspace Code Prover

|2 Polyspace Bug Finder

|2) Simulink Report Generator

|2 Simulink Model Comparison

|2) Simulink Code Inspector

|2 Simulink Check

|2 Simulink Coverage

|2) Simulink Test

|2 Simulink Design Verifier

|2) Simulink Reguirements

|2) Supporting Artifacts
ﬁ qualkitMAConfig.mat
] qualkitdo_do178_workfiow.pdf
] qualkitdo_do254_workfiow.pdf
: qualkitdo_psac.docx
_4‘?\ qualkitdo_psac.pdf

MATLAB&SIMULINK®

R2021a ) MathWorks®
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MATLAB

Learn More

Embedded Code Generation

= Verification, Validation, and Test Solution Page

= Verifying Models and Code for High-Inteqgrity Systems

= Using Model Based Design in the ISO 26262:2018 Case Study

= Helicopter Flight Control: A Model-Based Design Example for DO-178C and
DO-331
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https://www.mathworks.com/solutions/embedded-code-generation.html
https://www.mathworks.com/solutions/verification-validation.html
https://www.mathworks.com/company/newsletters/articles/verifying-models-and-code-for-high-integrity-systems.html
https://www.mathworks.com/help/certkitiec/ug/overview-of-a-model-based-design-workflow-in-the-iso-26262-project-example.html
https://www.mathworks.com/help/qualkitdo/ug/helicopter-flight-control-do-qual-example.html
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